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Agenda

Power Bl auditing and monitoring

A Inventory

A Adoption tracking

A Auditing

A Performances, logs, metrics, etc..




Why 1017

From Wikipedia

O 8 An)efican university course numbering systerime
number 101 is often used for an introductory course at a
AACETTAO O 1T AOGAT ET A AADPAOOI

O

https://en.wikipedia.org/wiki/101_(number)#:~:text=by%20George%200rwell. -, In%20education,in%20a%20department's%20subject%20area.


https://en.wikipedia.org/wiki/Course_(education)#US_course_numbering_system

Inventory



view Unified Catalog

Power Bl artifacts in Microsoft Purview

Once the scan of your Power Bl is complete, following Power Bl artifacts will be inventoried in Microsoft Purview:

s Workspaces
e Dashboards
* Reports

* Datasets

e Dataflows

* Datamarts

Search results “sales health®

Sales health [
3 Power Bl Datases

&7 edit () Refresh

Overview  Properties

Description

Sales funnel for the

Classifications [2)

£ Email Address 3 orkspacs
salth
Data
Schema classification:

arms (1)

Fully gqualified name

hitps:/app.powerbi.com/gi

https://learn.microsoft.com/en -us/purview/data -map-lineage-power-bi



Admin monitoring workspace

What is the admin monitoring workspace?
(Preview)

The admin monitoring workspace is a specialized environment designed for Fabric administrators to monitor and
manage workloads, usage, and governance within their tenant. Using the resources available within the workspace,

admins can perform tasks such as security audits, performance monitoring, capacity management, and more.

Prerequisites

To set up the admin monitoring workspace, a Fabric administrator role is required.

https://learn.microsoft.com/en -us/fabric/admin/monitoring -workspace
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Admin monitoring workspace

A All reports in the workspace canbes har ed t o user s throhgh &awoekspaca 6t adr
viewer role.

A Admins can alsosharei ndi vi dual reports or semantic model
through links or direct access.

A By default, the admin monitoring workspace is a Pro-licensed workspace.

A The semantic models in the workspace are automaticallyrefreshed once a dayaround the
same time that the workspace was installed for the first time.

A Retention period is last 30 days.

https://learn.microsoft.com/en -us/fabric/admin/monitoring -workspace




Admin monitoring workspace

g Admin monitoring

Admin monitoring

] Mame

) Content Sharing

) Content Sharing

U] Feature Usage and Adoption

[ Feature Usage and Adoption

|£J Onelake Catalog - Governance for Admins
) Onelake Catalog - Governance for Admins
) Purview Hub

[ Purview Hub

https://learn.microsoft.com/en -us/fabric/admin/monitoring -workspace

Status

Type

Report

Semantic model

Report

Semantic model

Report

Semantic model

Report

Semantic model

Task

Owner

Admin monitoring

Admin Monitoring

Admin menitoring

Admin Monitoring

Admin menitoring

Admin Monitoring

Admin monitoring

Admin Monitoring

Refreshed

2/9/2026, 3:33:24 PM

2/9/2026, 3:33:24 PM ¢

2/9/2026, 3:33:50 PM

2/9/2026, 3:33:50 PM

2/9/2026, 3:33:28 PM

2/9/2026, 3:33:28 PM =~

2/9/2026, 3:34:00 PM

2/9/2026, 3:34:00 PM

Next refresh

2/10/2026, 12:06:00 PM

2/10/2026, 2:33:00 PM

2/9/2026, 3:38:00 PM

2/10/2026, 8:12:00 AM

&2 Manage access

Filter by keyword

Endorsement

= Filter ~

Sensitivity

2'33 Workspace settings

«



Content S

haring report

Inventory report only on Fabric items

Content Sharing Report | Overview
Report last refreshed: 2/11/2026 2:44:30 PM (UTC)

17}

Details page

Y Fil Total items Total domains Total capacities Total workspaces O
ilter @
e 1,085 ) N s ) 120 =
L
Capacity name
a0 = Workspace Total items by Domain
Total items by Workspace Right-click a visual element to drill through
Right-click a visual element to drill through
Workspace name
1 W
]
- — -
g £
S
0 50 100 0 200 400 600 800 1,000
Iltem name @, QO O '®)
[ @ Total items @ Total items
All s 4
Endorsement Total items by Item
Last modified by et 3 i -y 4 type 5 h
Total items by Endorsement ) Right-click a visual element to drill through
All ¥ : ; E : Unendorsed items: 1,084
Right-click a visual element to drill through
oamainrane . weoor [ -
j=3
V
= Dashboard 53
Sty filtars Pipeline 43
O O

Promoted 1 (100%)

Total items

https://learn.microsoft.com/en -us/fabric/admin/content -sharing



Feature Usage and Adoption report

Feature usage and adoption report (preview)

I The Feature Usage and Adoption Report is aimed at admins who want to understand how Fabric features are utilized

across the organization. As an admin, the report insights can help you govern your Fabric tenant and take action when

needed.

You can access the report from the Admin monitoring workspace. To access the workspace, you must be a Fabric

administrator.

You can also have an admin share the report or semantic model directly with you. With build permissions to the

semantic model, users can design a custom report that relies on the same underlying data.

https://learn.microsoft.com/en -us/fabric/admin/feature -usage-adoption




Feature Usage and Adoption report

Feature Usage and Adoption Report | Inventory EO
' Report last refreshed: 2/9/2026 2:33:47 PM (UTC) Navigate to: Overview page Analysis page Activity Details page  Item Details page
. Active workspaces Total items Active items Inactive items
Y Filters Q_J) |||| [1g) [,
5 — 1,081 s 54 =0 1,027 =0
r r
Capacity name
A o Inventory status by Workspace Inventory status by ltem type
3 Right-click a visual element to drill through Right-click a visual element to drill through
Activity status ®Active ©Inactive Activity status ®Active @ Inactive
Workspace name @
Al R % SemanticModel I
b é‘ Report I
g 2
Item name Z “ E SynapseNotebook E
£ =
Al ~ = ER Dashboard
0% 5% 10% 0% 10% 20% 30%
Htem type o 0 o 0
Al v @ % of Total items @ % of Total items
Visualize data across multiple dimensions
Activity status ; . . .
Right-click a visual element to drill through
Al hd

Item type

Last modified by

Al hd

Reset

ltems
=

Learn about this visua

https://learn.microsoft.com/en -us/fabric/admin/feature -usage-adoption



OnelLakeCatalog

Haome

Create

Browss

Onelake
cataleg

Onelake catalog &% pon

Explore| Govemn

Secure

Your governance status at

View key insights about the content y

Data last refreshed: 09:17 AM, 7/13/2=

Introducing Onelake catalog

Discover. Manage. Govern.

Onelake catalog brings your Fabric content together, so you can browse, curate,

and govern it all.

From insight items, like reports and dashboards, to data items like lakehouses and
semantic models, process items (pipelines, notebooks), and more — it's all in one

place.

[J Don't show again

@ Watch a demo

https://learn.microsoft.com/en -us/fabric/governance/onelake -catalog-govern




OnelLakeCatalog

One Lake Catalog > Govern > View more https://app.powerbi.com/onelake/govern?experience=power -bi

Onelake catalog

Explore Govern Secure

ED

Your organization-wide data estate in Fabric at a glance

(@ Al data in Fabric View key governance insights on all your organization's content within Microsoft Fabric.

View more

& My items This report is automatically refreshed daily.

Domains & subdomains All items by type Workspaces by capacity name Top operations
SemanticMode! |
Capacities Report N devtradepiush_.. (GG GetDatasource... [
SynapseNotebo... [
4 S s ConnectWareho...
Dashboard Reserved Capa...
Pipeline
Workspaces All other typ... ESCIAHsce
i Fabric Trial ...
SqlAnalyticsE... <
ViewSparkAppL..
119 App wSparApp
Dataflow Gen2
mivpoc
Items Lakehoise CreateCheckpo...
1081 0 100 200 300 0 2 4 6 8 10 12 0 10000 20000 30000 40,000 50,000 60,000 70,000

https://learn.microsoft.com/en -us/fabric/governance/onelake -catalog-govern



OnelLakeCatalog

One Lake Catalog > Govern > View more https://app.powerbi.com/onelake/govern?experience=power -bi

Top solutions ®

Admin monitoring reports

Monitor activity across your organization and gain fresh insights
from tenant-wide reports on feature usage and adoption, content
sharing, and Microsoft Purview security and compliance.

Admin Monitoring Workspace—Microsoft Learn [2

https://learn.microsoft.com/en -us/fabric/governance/onelake -catalog-govern



OnelLakeCatalog report

our data estate Protect, secure, and comply Discover, trust, and reuse Item Explorer @ @
Manage data estate Viewing as: Andrea.Martorana@wuerth-phoenix.com
Onelake Catalog Get an overview of the content your organization has created in Fabric, and identify actions you can take to keep it organized and up to date. Data last refreshed: 2/9/2026 2:52:27 PM UTC
Manage your data estate - o o . o .
Total capacities (with items) Total workspaces (with items) Total domains (with items) Total items
4 19 1 1,081
ol Inventory
Total items by Item type Content creation by User
Right click a visual element to drill through | Drill down by item sub type, name Right click a visual element {Total items} o drill through | Drill down by item type, sub type
Item creator Total items % of items
-
Slicers : 274 . |
£ . 52 251 N
e Dashboard 53 . 21 IETC |
Al 0 100 200 300 : 0 1o I
3 10 ngs% |
_ 0 o) :
Domain name @ Total items @ 1,081 100.00%
All
Workspace name .
= Content by Workspace type Deleted items by Workspace
All Right click a visual element to drill through Right click a visual element {Total items} o drill through | Drill down by item type, sub type
Workspace name Total items % of items
-
= 4 soocx [N
All L
83% 17% & 2 25.00% -
E 2 2500% N
ftem name 8 100.00%
All
0% 20% 40% &0% 0% 100%
User (UPN) O O
Total items
All Workspace type © Group ®Personal

https://learn.microsoft.com/en -us/fabric/governance/onelake -catalog-govern
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DEMO

WP tenant

OnelLakeCatalog for users and admins

OnelakeCatalog - Governance for Admins - Power Bl

Admin Monitoring workspace

Overview - Feature Usage and Adoption - Power Bl



https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/c0161a05-81e0-4761-ab49-28d3b3cfe539/132a0e370e8024800eb8?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/c0161a05-81e0-4761-ab49-28d3b3cfe539/132a0e370e8024800eb8?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/c0161a05-81e0-4761-ab49-28d3b3cfe539/132a0e370e8024800eb8?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/c0161a05-81e0-4761-ab49-28d3b3cfe539/132a0e370e8024800eb8?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/c0161a05-81e0-4761-ab49-28d3b3cfe539/132a0e370e8024800eb8?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/c0161a05-81e0-4761-ab49-28d3b3cfe539/132a0e370e8024800eb8?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/93432f3d-cb17-40cb-9f4e-4fce09cb3192/d0546c0c63ab31137e45?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/93432f3d-cb17-40cb-9f4e-4fce09cb3192/d0546c0c63ab31137e45?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/93432f3d-cb17-40cb-9f4e-4fce09cb3192/d0546c0c63ab31137e45?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/93432f3d-cb17-40cb-9f4e-4fce09cb3192/d0546c0c63ab31137e45?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/93432f3d-cb17-40cb-9f4e-4fce09cb3192/d0546c0c63ab31137e45?experience=power-bi

Inventory: Power Bl API

Using the Power Bl REST APIs

The Power Bl REST APls provide service endpoints for embedding, administration, governance and user resources.
With Power Bl REST APIs you can do the following:

¢ hanage Power Bl content

¢ Perform admin operations

¢ Embed Power Bl Content

https://learn.microsoft.com/en -us/rest/api/power -bi/

Power Bl  Get started ~

= Find by title

Work with data

Creats & shar

Overview
> Admin
> Apps
» Available Features
» Capacities
» Dashboards
» Dataflow Storage Accounts
» Dataflows
» Datasets
> Embed Token
» Gateways
» GoalMotes (Preview)
» GoalValues (Preview)
» (Goals (Preview)
» GoalsStatusRules (Preview)
> Groups
* Imports
> Pipelines
> Profiles
» Push Datasets
> Reports
» Scorecards (Preview)

» Template Apps

»



Operation group
Admin

Apps

Available Features
Capacities
Dashboards
Dataflow Storage Accounts
Dataflows
Datasets

Embed Token
Gateways

Groups

Imports

Pipelines

Push Datasets
Reports

Template Apps

Users

https://learn.microsoft.com/en -us/rest/api/power -bi/

API operation groups

Description

Operations for working with administrative tasks.
Operations for working with Apps.

Operations that return available features.
Operations for working with capacities.
Operations for working with dashboards.
Operations for working with dataflow storage accounts.
Operations for working with dataflows.

Operations for working with datasets.

Operations for working with embed tokens.
Operations for working with gateways.

Operations for working with groups.

Operations for working with imports.

Operations for working with deployment pipelines.
Operations for working with push datasets.
Operations for working with reports.

Operations for working with Template Apps.

Operations for working with users.



Power Bl API for inventory

Admin API . The role of
Fabric admin, enables
you to directly query

all the metadata in the
tenant

https://learn.microsoft.com/en -us/rest/api/power -bi/

Service API. Delegate a
service principal to execute
the calls, by assigning
punctual privileges.



Power Bl API for inventory

Admin API . Get all
workspaces in the tenant

Admin - Groups GetGroupsAsAdmin

Service: Power Bl REST APls
APl Version: v1.0

Returns a list of workspaces for the organization.

Permissions

* The user must be a Fabric administrator or authenticate using a service principal.

* Delegated permissions are supported.

When running under service prinicipal authentication, an app must not have any admin-consent required premissions

for Power Bl set on it in the Azure portal.

Required Scope
Tenant.Read.All or Tenant.ReadWrite.All

Relevant only when authenticating via a standard delegated admin access token. Must not be present when

authentication via a service principal is used.

Limitations

Maximum 50 requests per hour or 15 requests per minute, per tenant. This call will also time out after 30 seconds to
prevent adverse effect on the Power Bl service.

https://learn.microsoft.com/en -us/rest/api/power -bi/admin/groups -get-groups-as-admin



» Power Bl API for inventory

DEMO

HTTP 0 Copy

GET https://api.powerbi.com/vl.8/myorg/admin/groups?$top={$top}

Admin API . Get all
workspaces in the tenant -

GET https://fapi.powerbi.com/vl.8/myorg/admin/groups?$expand={$expand}&fftilter={3filter}&$top={$top}&skip={%s

U Copy

4

»

URI Parameters

L. Expand table

Name In Required Type Description
$top guery True integer Returns only the first n results. This parameter is mandatory and must be in the range
(int32) of 1-5000.
minimum: 1
maximum:
5000
$expand query string Accepts a comma-separated list of data types, which will be expanded inline in the

response.Supports users, reports, dashboards, datasets, dataflows, and workbooks,

$filter query string Returns a subset of a results based on Odata = filter query parameter condition.
$skip query integer Skips the first n results. Use with top to fetch results beyond the first 5000.
(int32)

https://learn.microsoft.com/en -us/rest/api/power -bi/admin/groups -get-groups-as-admin



I Tenant Managerz Metadata
I iInventory from API

Collect Power Bl tenant metadata:
A Workspaces

A Dataflows
A Workspace users A Datasets
ACapac?ties | A Dataset Users
A Capacity admins A Datasources
A Reports A Dataset refresh schedule
A Dashboards A Dataset refresh history
A Apps A é

A App users




Tenant Managerz Metadata
iInventory from API

How to collect? -> Through REST APIs

A Power Bl API
A Admin
A Capacities
A Datasets
A ..

A MS Graph API
A AAD Groups
A AAD Groups members
A AAD Users

A Power Bl Scanner API (collects the same sets as Purview does)




Solution Blueprint

Sources

|

Power Bl REST
API

—

MS Graph API

Orchestration

Logic Apps

Ingestion

—)

Blob Storage
Account

Transformation

&
) ),

Synapse Analytics
pipeline

SN

Data Warehousing

Synapse Analytics
dedicated SQL
pool

)

Visualization

|

Power BI




Adoption tracking



Usage reportz built4n

Pre-built report with 30 days of history P T S e
Analyze in Excel

Track daily report views, discover patterns and <& Testworkspace Delete

optimize content based on actual usage data  +Newiem g Newfoder  Slimport < T Migrate Quick insights

Save a copy

Workspace levelNo global reporting

@ Opportunity Analysis Sample Dz Settings

Keeps last 30 days of data

UnJ Opportunity Analysis Sample Rel View usage metrics report

o To Io Do Do

: View work li
Refreshed daily (no control over refresh ] Opporturity Anaysis Sample ShE
View item lineage
SChed u Ie) |@]  Retail Analysis Sample More cptions _ _
Create paginated report (preview)
(I Retail Analysis Sample ®E | - Re Manage permissions
157 Retail Analysis Sample Se Moveto

https://learn.microsoft.com/en -us/power -bi/collaborate -share/service-modern-usage-metrics



Explore in the Power Bl service is a new experience that
allows you to explore your data in a focused way

EXPENDITURES OVER TIME BY REGION

#® Share

0 Add alert
e

5 Add a comment

88 Explore this data (preview) I

Expenditures

o) Exportdata

®

Show as a table

& Spotlight
QO Getinsights

Sort legend

https://learn.microsoft.com/en -us/power-bi/consumer/explore -data-service

Explore in Power Bl Service

(D Note

The Explore feature in the Power Bl service is currently in preview.

Explore Hawail Tourism (preview)
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(») WGS tenant

DEMO

Usage report and explore data

https://app.powerbi.com/groups/0c685e39 -bal7-4968-b645-0844c3d777d3/list?experience=power-bi

WGS3 65 ‘ Power Bl Andrea Martorana Test workspace

wn00159868@wgs.wuerth.com

oo
& Andrea Martorana Test workspace

-+ New item Fg New folder = Import -

0 Name Status Type Task
I.E_:ll Paginated report in pro workspace Paginated Report —
(I sales_demo Report —
[2+) sales_demo Semantic model —
w Usage Metrics Report Report —
@J Usage Metrics Report exploration Exploration —
|'E_=[| UserActivityStats_paginated Paginated Report  —
(s UserActivityStatsAnesi Report —

UserActivityStatsAnesi Semantic model —




Admin Monitoring workspace

Power Bl Admin menitoring

Admin monitoring

Admin monitoring

i MName Status
[ln] ~ Content Sharing

[i"] 7 Content Sharing

w * Feature Usage and Adoption

|| 7 Feature Usage and Adoption

|l ~ Onelake Catalog - Governance for Admins

|©*| © Onelake Catalog - Governance for Admins

i) ~ Purview Hub

5] 7 Purview Hub

https://learn.microsoft.com/en -us/fabric/admin/feature -usage-adoption

Q Search

Type

Report
Semantic model
Report
Semantic model
Report
Semantic model
Report

Semantic model

Task

Owner

Admin menitoring

Admin Monitoring

Admin menitoring

Admin Monitoring

Admin menitoring

Admin Monitoring

Admin menitoring

Admin Monitoring



Feature Usage and Adoption report

Feature usage and adoption report (preview)

I The Feature Usage and Adoption Report is aimed at admins who want to understand how Fabric features are utilized

across the organization. As an admin, the report insights can help you govern your Fabric tenant and take action when

needed.

You can access the report from the Admin monitoring workspace. To access the workspace, you must be a Fabric

administrator.

You can also have an admin share the report or semantic model directly with you. With build permissions to the

semantic model, users can design a custom report that relies on the same underlying data.

https://learn.microsoft.com/en -us/fabric/admin/feature -usage-adoption




Feature Usage and Adoption report

Feature Usage and Adoption Report | Overview [fa

Report last refreshed: 2/11/2026 2:44:06 PM [UTC) Navigate to: Inventory page Activity Details page

) Total activities Active users Active capacities
Y Filt A
ilters
82,590 — 5 J 1

Active workspaces

@ 2

[ L]

Date

Total activities and users by Date Capacity Workspace
112/2026 © 2M10/2026 © . . . . D—
Right-click a visual element to drill through Most active Workspaces

@ Total activities @ Active users Right-click a visual element to drill through

Capacity name 4
i P - )
2 3
= 9325
T
@
Workspace name = 604z
=]
=
All hd
1
Feb 01 Feb 08 0K 20K 40K 60K
Operation O O O O
Al @ Total activities
Most active Operations Most active Users
User type R : i . i : R .
Right-click a visual element to drill through Right-click a visual element to drill through
All hd
User (UPN}) = ConnectWarehouseAndSglAnalytics... 6,925 = §,639
-] o
Al 4 = ReadArtifact 3,294 —= 5,600
£ [Fr:ature usage and adoption I'E...]
o ViewSparkApplog 1473 3 11,021
Apply filters CreateCheckpoint = 895 . 180
0K 20K 40K BOK 0K 20K 40K BOK
O O O O
0] Total activities @ Total activities

https://learn.microsoft.com/en -us/fabric/admin/feature -usage-adoption

<
o
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=
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Workspace name
w
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Feature Usage and Adoption report

Feature Usage and Adoption Report | Activity Details © @)

Report last refreshed: 2/11/2026 2:44:06 PM [(UTC) Navigate to: Inventory page

Creation time Operation Result Capacity Id Capacity name Capacity SKU Weorkspace Id Workspace name Url Htem type Item name Url User type User (UPN) Total
status activities

2/9/2026 4:39:40 GetlakehouseTa [Succeeded -1 Capacity Info Not MNA a3add68c-d2c3-4b78- open_mirroring_demo @ Lakehouse ct2_lh Home 3

- bleDetails Available a649-ad574cb361d3

e and adoption re..

2/9/2026 4:3%:34 ReadArtifact Succeeded -1 Capacity Info Not MA a3add68c-d2c3-4bT8- open_miroring_demo % Lakehouse ct2_lh Home 2
PM Available a649-ad574cb361d3
2/9/2026 2:33:114 Import -3 Reserved Capacity for  Pro e4230951-c992 -4e60- Admin monitoring B Home 1
PM Pro Workspaces ared-6531a8070527
2/9/2026 2:33:23 EditDataset -3 Reserved Capacity for  Pro 242309510992 -4e60- Admin monitoring “  SemantichModel Content Sharing “© Home 1
PM Pro Workspaces ared-6531a8070527
2/9/2026 2:33:24 RefreshDataset -3 Reserved Capacity for  Pro e4230951-c992-4e60- Admin monitoring @ SemantichModel Content Sharing % Home 1
PM Pro Werkspaces are8-6531a8070527
2/9/2026 2:33:27 Import -3 Reserved Capacity for  Pro e4230931-c992-4e60- Admin monitoring D Home 1
PM Pro Werkspaces ale8-6531a8070527
2/9/2026 2:33:30 CreateDataset -3 Reserved Capacity for  Pro e4230951-c992 -4e60- Admin monitoring @ SemanticModel Onelake Catalog - “© Home 1
PM Pro Workspaces ared-6531a8070527 Governance for Admins
27972026 2:33:30 CreateReport -3 Reserved Capacity for  Pro 42309310992 -4e60- Admin monitoring @ Report Onelake Catalog - “© Home 1
PM Pro Workspaces ared-6531a8070527 Governance for Admins
2/9/2026 2:33:31 Import -3 Reserved Capacity for  Pro 242309510992 -4260- Admin monitoring & Hame 1
PM Pro Workspaces ares-6531a8070527
2/9/2026 2:33:37 EditDataset -3 Reserved Capacity for  Pro e4230931-c992-4e60- Admin monitoring % SemantichModel Feature Usage and % Home 1
PM Pro Workspaces a7e8-6531a8070527 Adoption

56

®
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DEMO

Feature Usage and Adoption report

Overview - Feature Usage and Adoption - Power Bl

https://learn.microsoft.com/en -us/fabric/admin/feature -usage-adoption


https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/93432f3d-cb17-40cb-9f4e-4fce09cb3192/d0546c0c63ab31137e45?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/93432f3d-cb17-40cb-9f4e-4fce09cb3192/d0546c0c63ab31137e45?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/93432f3d-cb17-40cb-9f4e-4fce09cb3192/d0546c0c63ab31137e45?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/93432f3d-cb17-40cb-9f4e-4fce09cb3192/d0546c0c63ab31137e45?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/93432f3d-cb17-40cb-9f4e-4fce09cb3192/d0546c0c63ab31137e45?experience=power-bi

Track user activities

Track user activities in Microsoft Fabric

Knowing who is taking what action on which item in Microsoft Fabric, can be critical in helping your organization fulfill
requirements such as meeting regulatory compliance and records management. This article discusses tracking user
activities using the audit log.

Prerequisites

You must be assigned the Audit Logs role in Exchange Online to access the audit log. By default, the Compliance
Management and Organization Management role groups have roles assigned on the Admin roles page in the Exchange

admin center. For more information about the roles that can view audit logs, see Requirements to search the audit log.

Access

To access the audit logs, go to Microsoft Purview .

https://learn.microsoft.com/en -us/fabric/admin/track -user-activities



Track user activities

Operation list

The following operations are available in the audit logs.

.. Expand table

Friendly name Operation name Notes

Abort copy blob operation AbortCopyBlob Onelake operation. Stops a pe
leaves a destination blob with

Viewed Power Bl dashboard  ViewDashboard Some fields such as CapacitylC
the report or dashboard is viev
a Power Bl workspace

Viewed Power Bl dataflow ViewDataflow
Viewed Power Bl metadata ViewMetadata
Viewed Power Bl report ViewReport A report is also generated per
fields such as CapacitylD and C
report or dashboard is viewed
Power Bl workspace.
Viewed Power Bl tile ViewTile
Viewed Power Bl usage ViewlUsageMetrics
metrics
AJO WOoTrkKloaa version in a CHIENSIDNITY ACTIVATIONDTATIC AOT a8 5pecImic Version or a wor
tenant
Add workspace role AddWorkspaceRoleViaAdminApi Add workspace role

https://learn.microsoft.com/en -us/fabric/admin/ operation -list



Audit logs

Power Bl Q Search

Admin portal

Tenant settings (D) Audit logs are managed in the Microsoft 365 Admin Center
Users Go there to view tenant activity and export logs.

Premium Per User L . 3 . : . - -
Auditing is only available in certain regions while the feature is in preview. Learn more about audit logs

Audit logs
Workloads
Tags

Capacity settings
Refresh summary
Embed Codes
Organizational visuals
Organizational themes (preview)
Azure connections
Workspaces
Custom branding I/\\)
Fabric identities
Featured content

Help + support
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Audit logs

Microsoft Purview £ Search

Related solutions Solution catalog Audit

g eDiscovery

.
[l Data Security Investigations Au d It

1€ Share
Overview Score impact
Benefits No data available

Need to find if a user viewed a specific document or purged an item from their mailbox? Our
unified audit log search solution has you covered. Quickly find user and administrator activity
across your Microsoft 365 organization to help suppert and simplify compliance investigations
and reporting.

What's new in this release

High-value events, High-value, high-volume security and compliance events help power
investigations, such as user behavioral analysis.

Processed insights. Insights and correlations signal key patterns to help identify quick
answers to common queries.

Near real-time access to data. High bandwidth allowances in the audit API ease limits
associated with throttling during log ingestion and provide fast access to audited events.
Longer-term retention. Store data for up to one year to meet investigation
requirements and customize retention policies per your organization's needs.

https://compliance.microsoft.com/auditlogsearch

https://purview.microsoft.com/audit/solutioncatalog/solution/auditlogsearch

New Microsoft Purview portal &o @ Andrea Martorg]

Requirements

Subscriptions
For Audit (Standard) features, users must have a Microsoft 365 Business, or Office 365
Enterprise, or Microsoft 365 Enterprise license.

For Audit (Premium) features, users must have either a Microsoft 365 E5 license, or a Microsoft
365 E3 or Office 365 E3 license with a Microsoft 365 E5 Compliance or Microsoft 365 ES
eDiscovery and Audit add-on license.

If you don't have an existing Enterprise E5 plan and want to try these Audit (Premium) features,
you can start a free 90-day Microsoft Purview solutions trial.

Permissions

To turn audit log search on or off in your Microsoft 365 organization, You have to be assigned
the Audit Logs role in Exchange Online.

To search the audit log, you must be assigned the View-Only Audit Logs or Audit Logs role in
Exchange Online.

By default, the View-Only Audit Logs and Audit Logs roles are assigned to the Compliance

Management and Organization Management role groups on the Permissions page in the

Exchange admin center. Global admins in Microsoft 365 are members of the Organization
Management role group in Exchange Online.

Documentation
Search the audit log in the Microsoft Purview compliance portal

Publisher
Microsoft


https://compliance.microsoft.com/auditlogsearch

Audit logs

Search the audit log | Microsoft Learn

(O Important

The default retention period for Audit (Standard) changed from 90 days to 180 days. Audit (Standard) logs
generated before October 17, 2023 are retained for 90 days. Audit (Standard) logs generated on or after
October 17, 2023 follow the new default retention of 180 days.

https://compliance.microsoft.com/auditlogsearch

https://purview.microsoft.com/audit/solutioncatalog/solution/auditlogsearch


https://compliance.microsoft.com/auditlogsearch
https://learn.microsoft.com/en-us/purview/audit-search

Search the Audit log

Search

Searches completed Active searches

0 0 0

Date and time range (UTC) Start *

Active unfiltered searches

Activities - friendly names

@ Learn about audit

Users

Feb 0& 2026 = l

v ‘

00:00 Viewed Power Bl dashboard, Created Power Bl dashboard, Edited ... l l Add the users whose audit logs you want to search
Date and time range (UTC) End * [ £ power bi X } Objectld (File, folder, or site) (0
Feb 12 2026 E l ‘ 00:00 ~ ‘ " l Enter all or a part of the name of a file, website, or folder
H Published Power Bl report to web
Keyword Search _ Workloads
E Exported Power Bl report visual data
Enter the keyword to search for l Enter the workloads to search for
E Created Power Bl report
Admin Units
& Edited Power Bl report
E Copied Power Bl report
\:\ Exported Power Bl artifact to another file format v

() Refresh

Search name ™

https://learn.microsoft.com/en -us/purview/audit -search

Job status ™ Progress (%) Search time

Total results -

Creation ti.. | * Search performed by

0 items



© Search the Audit log

Tenant: amtproweb.info

https://purview.microsoft.com/audit/auditsearch?tid=1ed9eabd -2a0e-4f5f-9ac3-fe239174d991

_ Search  Audit retention policies
9 - i i
‘ Aud it Searches completed Active searches Active unfiltered searches
Ql 1 0 0
Solutions
I Q Search Date and time range (UTC) Start * Activities - friendly names Users
I Mar 02 2026 l ‘ 00:00 ~ | [ Choose which activities to search for ] [ Add the users whose audit logs you want to search
== Policies
@ Pay-as-you-go usage Date and time range (UTC) End * Activities - operation names O] Objectld (File, folder, or site) ©
Leam report I Mar 03 2026 l ‘ 00:00 4 | [ Enter operation values, separated by commas ] [ Enter all or a part of the name of a file, website, or folder
) Keyword Search Record Types Workloads
& Related solutions
Usage Enter the keyword to search for l [ Select the record types to search for ] [ Enter the workloads to search for
center
{preview) gh  eDiscovery Admin Units Search name
@ Eﬁ‘ Data Security Investigations [ Give the search @ name ]
Settings
Audit

https://learn.microsoft.com/en -us/purview/audit -search

B is B D



Search the Audit log

Audit > Audit search

Search Query Information: Sun, 04 Jun 2023 00:30:00 GMT to Sun, 11 Jun 2023 02:00:00 GMT,

Total Result Count; 2928338 items

4 Export

Date (UTC) |

Jun 11, 2023 1:41 AM
Jun 10, 2023 10:33 PM
Jun 10, 2023 10:16 PM
Jum 10, 2023 9:49 PM
Jun 10, 2023 12:54 PM
Jun 10, 2023 11:32 AM
Jun 10, 2023 11:18 AM
Jun 10, 2023 712 AM
Jun 10, 2023 6:58 AM

Jun 10, 2023 &:12 AM

IP Address

104.42.253.135

104.42,253.135

104.42.253.135

104.42,253.135

10442253135

10442253135

User

ADMINEREDIZCOS, ..

SecurityComplianc..

appi@sharepaint

SecurityComplianc...

appi@sharepaint

appi@sharepaint

appi@sharepoint

SecurityComplianc...

appi@sharepoint

app@sharepamt

Record type

ComplianceDLPSharePont

SecurityComplianceAlerts

SharePointFileQperation

SecurityComplianceAlerts

SharePointFileQperation

SharePointFileOperation

SharePointFileOperation

SecurityComplianceAlerts

SharePointFileQperation

SharePaantFileOperation

Activity

Matched DLP rule

AlertEntityGenerated

Accessed file

AlertEntityGenerated

Accessed file

Accessed file

Accessed file

AlertTriggered

Accessed file

Accessed file

Item

d30aal-2c77-dcad-a020-0d..,

ADMINEEDISCOSDFE.ONMI...

WEC_3_1462060_5 txt

Taf559ce-3cBe-deld-b140-f...

WEC_3_131165_6_F1588813-.,

WEC_3_21058_3.tat

WEIC_3_2105044_10.kxt

bOcad2da-feed-i06e-9400-0..,

WEC_3_17071093_37 .kt

WKE_3_17B57_d bt

Admin Units (Preview)

300items @ Filter

Details

Accessed from

Accessed from

Accessed from

Accessed from

Accessed from

Accessed from

“IPML_WEKC_3_185"

"PreservationHold..,

“IPML_WKC _3_395°

“IPML_WKC_3_395

“IPML_WKC_3_274°

“IPML_WEE_3_ 301"

https://learn.microsoft.com/en -us/purview/audit -search




Power Bl activity log

Track user activities in Power Bl

Knowing who is taking what action on which item in Power Bl can be critical in helping your organization fulfill its
requirements, like meeting regulatory compliance and records management. This article discusses the Power Bl activity
log which is based on Power Bl REST APIs.

You can track Microsoft Fabric user activities, including Power Bl operations, using the audit log.

Prerequisites

* You have to be a Fabric administrator.
¢ Install the Power Bl Management cmdlets & locally, or use the Power Bl Management cmdlets in Azure Cloud Shell.

Activity log

The Power Bl activity log contains complete copy of the Power Bl activities in a JSON array. You can find a list of all the

Power Bl activities in the Fabric operation list.

Most audit events show up within 30 minutes; however, there can be a lag of up to 60 minutes to retrieve Power Bl

events. For details on SLAs for Purview audit logs, see Search the audit log in the Microsoft Purview documentation.

ActivityEvents REST API

You can use an administrative application based on the Power Bl REST APls to export activity events into a blob store or
SQL database. You can then build a custom usage report on top of the exported data. In the ActivityEvents REST API call,
you must specify a start date and end date and optionally a filter to select activities by activity type or user ID. Because
the activity log could contain a large amount of data, the ActivityEvents APl currently only supports dewnloading up to
one day of data per request. In other words, the start date and end date must specify the same day, as in the following

example. Make sure you specify the DateTime values in Coordinated Universal Time (UTC) format.

https://learn.microsoft.com/en -us/fabric/enterprise/powerbi/service -admin-auditing

https://learn.microsoft.com/en -us/power-bi/guidance/admin -activity-log


https://learn.microsoft.com/en-us/fabric/enterprise/powerbi/service-admin-auditing
https://learn.microsoft.com/en-us/fabric/enterprise/powerbi/service-admin-auditing
https://learn.microsoft.com/en-us/fabric/enterprise/powerbi/service-admin-auditing
https://learn.microsoft.com/en-us/fabric/enterprise/powerbi/service-admin-auditing
https://learn.microsoft.com/en-us/fabric/enterprise/powerbi/service-admin-auditing
https://learn.microsoft.com/en-us/fabric/enterprise/powerbi/service-admin-auditing
https://learn.microsoft.com/en-us/fabric/enterprise/powerbi/service-admin-auditing

Admin APIz Get activity events

Learn / Power Bl REST APls / Admin / ‘ Ask Learn ‘ 60 Focus mode

Admin - Get Activity Events

Service: Power BI REST APls
APl Version: v1.0

Returns a list of audit activity events for a tenant.

Provide either a continuation token or both a start and end date time. StartDateTime and EndDateTime must be in the

same UTC day, within the last 28 days, and should be wrapped in single quotes.

Permissions

¢ The user must be a Fabric administrator or authenticate using a service principal.

¢ Delegated permissions are supported.

When running under service prinicipal authentication, an app must not have any admin-consent required premissions

for Power Bl set on it in the Azure portal.

Required Scope
Tenant.Read.All or Tenant.ReadWrite All

Relevant only when authenticating via a standard delegated admin access token. Must not be present when

authentication via a service principal is used.

https://learn.microsoft.com/en -us/rest/api/power -bi/admin/get -activity-events



min APIlz Get activity events

Limitations

* Maximum 200 requests per hour.
« Activity logging isn't supported for Microsoft Cloud Deutschland.

GET https://api.powerbi.com/v1l.8/myorg/admin/activityevents

With optional parameters:

HTTP U Copy

GET https://api.powerbi.com/vl.8/myorg/admin/activityevents?startDateTime={startDateTime}&endDateTime={endDat
+« >

https://learn.microsoft.com/en -us/rest/api/power -bi/admin/get -activity-events



Body

Admin APIz Get activity events
®

DEMO JSON O Copy
1

"activityEventEntities": [
{
"Id": "@9244e7f-fb13-4d89-8183-332b2843eb23",
T . = "RecordType": 28,
enant: amtprowe b.info
" " "Operation”™: "RefreshDataset”,
"OrganizationId”: "led9eabd-2aPe-4f5f-%ac3-fe239174d991",

StartDateTi me="2026-02-09T00:00:01.000Z' 32::;259 "géaeaeeg-eeae-aeee-ceae-aeeeeeeaeeaa",

"Workload™: "PowerBI",

endDateTime='2026-02-09T23:59:59.000Z

"Activity”: "RefreshDataset”,
"ItemMame™: "Content Sharing”,
"WorkSpaceName”: "Admin monitoring”,
"DatasetName”: "Content Sharing”,
"CapacityId”: "BD2D8771-EF1C-4D4AF-BFDE-DOACAS6DALSE",
"CapacityName": "Reserved Capacity for Pro Workspaces”,
"WorkspaceId”: "@cc277bb-1928-44253-934d-4d6954eT4b86",
"ObjectId™: "Content Sharing”,
"DatasetId”: "22c1739f-affd-47%9e-a%b6-bBactebdlbec”,
"DataConnectivityMode™: "Import™,
"ArtifactId": "22c1738f-affd-47%e-29b6-bBacSebdlboc”,
"ArtifactName": "Content Sharing”,
"Issuccess™: true,
"RequestId”: "baBbeacc-d5da-4453-334b-55eb2c715cte”,
"ActivityId": "8597497-3289-476c-92db-58ebd568c@ed”,
"RefreshType”: "Scheduled”,
"LastRefreshTime": "2826-82-89T13:17:87",
"artifactkind™: "Model”,
"RefreshEnforcementPolicy™: @,
"TtemId": "22c1739F-affd-47%e-a%bé-bBacSebd1bac™,
"BillingType”: @

¥s

-

https://learn.microsoft.com/en -us/rest/api/power -bi/admin/get -activity-events



Daily Audit logs

JSON output

File Edit View

CreationDate,Userlds,Operations,AuditData

2021-84-20T13:49:38.00000007, jedunn@pandora.net, FilePreviewed, "{""CreationTime"":""2021-84-2@T1 387", " Id" " "U0fd4974a-98F7-49F7-9c5F-08d9040323d1" ", " "Operation™”: ""FilePreviewed" ", "OrganizationId™":""656793e6-d51d-4bb2-b5fa-c6bddd181a40™ ", " "RecordType™":6, " "UserKey™ i:8h. f|membership
10032000eaddd774@live. com™" , " "UserType™":0, " "Version™":1, " "Workload"":""SharePoint™",""ClientIP"":""69.255.178.31"",""ObjectId" https:\/\/pandoranet.sharepoint.com\/sites\/ATHENA\/SiteAssets\/SitePages\/The-Ultimate-Guide-To-Customer-Journey-Analytics-Woopra
\/RepostBanner.png"",""UserId"":""jedunn@pandora.net™",""CorrelationId"":""801bc@9f-a018-2000-da32-f6fac716ee50" ", ""EventSource™" : ""SharePoint™",""TtemType"": ""File"",""ListId"": ""894fb923-e281-42ab-bbed-

c3ba5110888aa"", ""ListItemUniqueld™":""c5edec5b-90d4-45ac-9947 -B8f98f6cab8ca™" , " "Site"”" : ""Jad8b7da-99e7 -4bfc -9306-e5816d496e01" ", " "UserAgent™ " : ""Mozilla\ /5.0 (Windows NT 18.8; WOW64; Trident\/7.@; Touch; rv:11.8) like Gecko™",""WebId"":""46ea3f90-f97c-4e69-90b3-

dBabbfb5a360"", ""HighPriorityMediaProcessing"":false,""SourceFileExtension™":""png"",""SiteUrl"":""https:\/\/pandoranet.sharepoint.com\/sites\/ATHENA\/"",""SourceFileName"": ""RepostBanner.png"",""SourceRelativelrl™":""SiteAssets\/SitePages\/The-Ultimate-Guide-To-Customer-Journey-Analytics-
Woopra™"}™

2021-84-20T10:53:49.088000007 , charly. pichonipandora.net,PageViewed, "{""CreationTime"":""2021-04-20T18:53:49"" ,""Id" "7cd76673-036e-4949-27a7-08d983ead48f" ", ""Operation™": ""PageViewed"",""OrganizationId"": " "656793e6-d51d-4bb2-b5fa-c66ddd181a40™ ", ""RecordType"":4, " "UserKey"":""i:0h.f |membership|
10037ffea3192blc@live.com™",""UserType"":0,""Version"":1,""Horkload"": ""SharePoint"",""ClientIP"":""147.78.28.154"",""0bjectId"": " "https:\/\/pandoranet. sharepoint.com\/sites\/ATHENA\/_layouts\/15\/online\/handlers
\/SpoSuitelinks.ashx"",""UserId"":""charly.pichon@pandora.net™",""CorrelationId"": ""7011c09f-28c1-2008-d8ec-6ff9a34d138c" ", ""EventSource™": ""SharePoint™",""ItemType"":""Page"",""Site"":""9ad8b7da-99e7-4bfc-9306-e5016d496e@1"", " "UserAgent™": ""Mozilla\/5.@ (Windows NT 18.8; WOW64) AppleWebKit
\/537.36 (KHTML, like Gecko) Chrome)/89.8.4389.82 Safari\/537.36™",""WebId"":""46ea3f90-f97c-4e69-98b3-dB8abbfb5a36@""}"

2021-84-20710:53:49.00000007, charly.pichon@pandora.net,PageViewed, "{""CreationTime" 2021-04-20T10:53:49™" L 3ab67c9-2cd6-4bdb-8b7b-88d983ea94ad” "Operation” "PageViewed™", " "OrganizationId” 656793e6-d51d-4bb2-b5fa-cebddd181a48™", " "RecordType” "UserKey™" :8h. f|membership
10837ffea3192blc@live.com™™, " "UserType™":0, " "Version™":1, ""Workload harePoint™", " "ClientIP"":""147.78.28.15 "ObjectId" https:\/\/pandoranet.sharepoint.com\/sites\/ATHENA\/SitePages\/Report-eCom-

Trade.aspx™ "UserId "charly.pichon@pandora.net "CorrelationI 7011c@9f-008e-2000-ac5c-9772dad734df" CustomUniquel :false, " "EventSource™ "SharePoint™" ItemType™ "Page ListId 5b59578b-abc@-4e@a-bffd-ae3252de92fc™", ""ListItemUniqueId "@777b4f0-1f41-4bf8-978c-
e5f8dc27095. "5i "9a48b7da-99e7-4bfc-9306-e5016d496e81" ", " "UserAgent Mozilla\/5.@ (Windows NT 10.8; WOW64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/89.8.4389.82 Safari\/537.36"",""Webld"™:""46ea3f9@-f97c-4e69-90b3-d8abbfb5a360™ "}’

2021-84-19T14:43:54.00000007, jolga@pandora.net,FileAccessed, "{""CreationTime 2021-04-19T14:43:54"",""1Id" "97f60122-2799-4f51-8941-88d903418e68" ", ""Operation”":""FileAccessed™",""OrganizationId"":""656793e6-d51d-4bb2-b5fa-c66ddd181a48"", " "RecordType”":6, " "UserKey"":""i:8h.f|membership
10832000cbcfclds@live. com™™, " "UserType”":0, " "Version”":1, " "Workload™ "SharePoint™",""ClientIP"":""40.108.211.149"",""0ObjectId "https:\/\/pandoranet.sharepoint.com\/sites\/ATHENA\/SiteAssets\/SitePages\/Merchandising\/57102-

InventoryOptimizationDashboard.png™ UserId"":""jolga@pandora.net™",""Correlationl ""35ccbf9f-7064-2000-d8ec-bd1a9b9d2305" DoNotDistributeEvent™":true, ""EventSource”":""SharePoint™", temType™":""File"",""ListId"":""894fb923-22061-42ab-bbed-

c3ba511088aa"", ""ListItemUniqueld"":""a868505e-33c4-441d-ald1-b11665314bf5"" , " "Site™" : ""9ad8b7da-99e7 -dbfc -9306-e5816d496e01" ", " "UserAgent™ " : ""OneDriveMpc-Transform_Thumbnaill/1.@™",""WebId"":""46ea3f90-f97c-4e69-90b3-
d8abbfb5a36@"",""HighPriorityMediaProcessing"":false,""SourceFileExtension™":""png"",""SiteUrl"":""https:\/\/pandoranet.sharepoint.com\/sites\/ATHENA\/"",""SourceFileName"":""57182-InventoryOptimizationDashboard.png"",""SourceRelativeUrl"": ""SiteAssets\/SitePages\/Merchandising™"}"
2021-84-19T14:43:53. 00000007 , jolga@pandora.net,PageViewed, "{""CreationTime"":""2021-84-19T14:43:53"",""Id"": ""58823fc2-6e8a-4bb3-c956-08d903418dff"", ""Operation”": ""PageViewed"",""OrganizationId"": ""656793e6-d51d-4bb2-b5fa-c66ddd181a40" ", ""RecordType"":4,""UserKey"": ""i:0h.f|membership
10032800cbcfcld5@live. com™™, ""UserType™":8,""Version"":1,""Horkload"": ""SharePoint"",""ClientIP"":""89.64.75.213"",""0bjectId"": ""https:\/\/pandoranet. sharepoint.com\/sites\/ATHENA\ /SitePages\/Merchandising.aspx"",""UserId"":""jolga@pandora.net™",""CorrelationId"":""35ccbf3f-0025-2000-
aadc-31399a7339F5"", ""CustomUniqueId™": false, ""EventSource™": ""SharePoint™",""TtemType"":""Page™",""ListId"": ""5b59578b-abc@-4eBa-bffd-ae3252de92Fc"", ""ListItemUniqueld"": " "b7d4f8f7-4621-42Ff-abd5-cd34b6adeaed ™", " "Site"": ""9adBb7da-99e7 -4bfc-9306-e5016d496e81"" , ""UserAgent™" : " "Mozilla\/5.@
(Windows NT 10.@; Win64; x64; rv:86.0) Gecko\/20100101 Firefox\/86.8"",""WebId"":""46ea3f90-f97c-4e69-98b3-d8abbfb5a360"" "

2021-84-19T14:43:50. 00000007 , jolga@pandora.net,PageViewed, "{""CreationTime"":""2021-84-19T14:43:50"",""Id"": ""91985c38-a47f-485a-1e48-08d903418bcd"", ""Operation”": ""PageViewed"",""OrganizationId"": ""656793e6-d51d-4bb2-b5fa-c66ddd181a40" ", ""RecordType"": 4, ""UserKey"": ""i:0h.f|membership
10032000c6cfcld5@live. com™™, " "UserType™":8,""Version"":1,""Workload"": ""SharePoint"" i .64.75. j "https:\/\/pandoranet.sharepoint.com\/sites\/ATHENA\/ layouts\/15\/online\/handlers

\/SpoSuitelinks.ashx™",""UserId” jolga@pandora.net™™,""CorrelationId™":""34ccbf9f-7041-2000-aadc-30040322bbbe" ""EventSource™":""SharePoint™", " ItemType”":""Page"",""Site"": " "9a48b7da-99e7-4bfc-9306-e5016d496e@1" ", ""UserAgent”": ""Mozilla\/5.0 (Windows NT 10.9; Win64; x64; rv:86.@) Gecko
\/20100101 Firefox\/86.8"","“WebId "46ea3f90-f97c-4e69-90b3 -dBabbfb5a368™ " }"
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Daily Audit logs

SQLQueryl.sql - os...u@pandora.net (0)* + X
SELECT TOP 1000 *

FROM cdm.AuditlLog_PowerBI
WHERE Operation
ORDER BY SK_Date DESC
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Accesuser activity data

Technique Description Default days Good choice for Good choice for Good choice  Good choice
of history manual auditing automated to set up to get started
available processes auditing processes alerting quickly

Manual (user Microsoft Purview a0 O O

interface) compliance portal

Manual (user Defender for Cloud 30 0 0

interface) Apps

Programmatic Power Bl activity log 28 V] V]

(AFI or PowerShell
cmdlet)
Programmatic Office 365 7 V]
Management Activity
AP
Programmatic Microsoft Sentinel 30 V] V]

(Azure Monitor)

https://learn.microsoft.com/en -us/power-bi/guidance/powerbi -implementation -planning-auditing -monitoring -tenant-level-auditing#pe rmissions-and-responsibilities



Auditing

From Mi crosoftos offi1 ci al document at i

AdAuditing : Actions taken to understand a system, its user activities, and related
processes. Auditing activities can be manual, automated, or a combination. An
auditing process might focus on one specific aspect (for example, auditing
security for a workspace). Or it might reference an endo-end auditing solution,
which involves extracting, storing, and transforming data so that you can analyze

and act uponit.

AMonitoring : Ongoing activities that inform you about what's occurring.
Monitoring usually involves alerting and automation, though sometimes
monitoring iIs done manually. Monitoring can be set up for a process you've
selected to audit (for example, notifications when a specific tenant setting

changes) .o

https://learn.microsoft.com/en -us/power-bi/guidance/powerbi -implementation -planning-auditing -monitoring -overview




Auditing

What are your checkpoints?

A Certified and promoted datasets

A Sensitivity labels

AData accessibility and security. Who can se what?
AData breaches

AUse only approved data sources

AMonitor tenant setting changes

https://learn.microsoft.com/en -us/power-bi/guidance/powerbi -implementation -planning-auditing -monitoring -overview




Purview hub

Admin monitoring workspace -> Purview Hub report

m Admin monitoring

Admin menitoring

(] Name Status
[ Content Sharing

[N Content Sharing

[ Feature Usage and Adoption

[} Feature Usage and Adoption

[ Onelake Catalog - Governance for Admins

[N Onelake Catalog - Governance for Admins

[ Purview Hub

e} Purview Hub

https://learn.microsoft.com/en -us/fabric/governance/use - microsoft-purview-hub?tabs=overview

Type

Report

Semantic model

Report

Semantic model

Report

Semantic model

Report

Semantic model

Task

Owner

Admin monitoring

Admin Monitoring

Admin menitoring

Admin Monitoring

Admin monitoring

Admin Monitoring

Admin menitoring

Admin Monitoring

Refreshed

2/9/2026, 3:33:24 PM

2/9/2026, 3:33:24 PM

2/9/2026, 3:33:50 PM

2/9/2026, 3:33:50 PM

2/9/2026, 3:33:28 PM

2/9/2026, 3:33:28 FM 7~

2/9/2026, 3:34:00 PM

2/9/2026, 3:34:00 PM

Next refresh

2/10/2026, 12:06:00 PM

2/10/2026, 2:33:00 PM

2/9/2026, 3:38:00 PM

2/10/2026, 8:12:00 AM

&2 Manage access

Filter by keyword

Endorsement

= Filter ~

Sensitivity

83 Workspace settings



Purview hub

Admin monitoring workspace -> Purview Hub report

A From Microsoft documentation:

AbMi crosoft Purview hub is a centrald.i
administrators manage and govern their organization's Fabric data estate. It
contains reports that provide insights about sensitive data, item endorsement,
and domains, and also serves as a gateway to more advanced capabilities in the

Microsoft Purview portal such as Data Catalog, Information Protection, Data Loss
Prevention, and Audit.o

https://learn.microsoft.com/en -us/fabric/governance/use - microsoft-purview-hub?tabs=overview




Purview hub

(») WP Tenant

DEMO

Overview - Purview Hub - Power Bl

https://learn.microsoft.com/en -us/fabric/governance/use - microsoft-purview-hub?tabs=overview


https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/39118ecb-56ab-4ab8-9633-ba3686f5ba72/ReportSection47af24ff6abfa77469c2?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/39118ecb-56ab-4ab8-9633-ba3686f5ba72/ReportSection47af24ff6abfa77469c2?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/39118ecb-56ab-4ab8-9633-ba3686f5ba72/ReportSection47af24ff6abfa77469c2?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/39118ecb-56ab-4ab8-9633-ba3686f5ba72/ReportSection47af24ff6abfa77469c2?experience=power-bi
https://app.powerbi.com/groups/e4230951-c992-4e60-a7e8-6531a8070527/reports/39118ecb-56ab-4ab8-9633-ba3686f5ba72/ReportSection47af24ff6abfa77469c2?experience=power-bi

Auditing z Scanner API

The Power Bl scanner API is a set of admin APIs which allows you to collect and catalogue metadata
from your tenant.

With the scanner API you can extract information about your entire Power Bl tenant such as:
A Workspaces

A Datasets with details for each table

A Data sources

A Sensitivity label

A Endorsement status

Aé

A

https://learn.microsoft.com/en -us/fabric/governance/metadata -scanning-overview




Auditing z Scanner API

Thescanner APl s e t | S made of f our di fferent REST API s u

Workspacelnfo GetModifiedWorkspaces =

Workspacelnfo GetScanResult

Workspacelnfo GetScanStatus A G etM Od |f| edWO rkS paces

Workspacelnfo PostWorkspacelnfo

o A WorkspaceGetinfo

> Available Features

A WorkspaceScanStatus

> Capacities

* Dashbosrds A WorkspaceScanResult

> Dataflow Storage Accounts
> Dataflows

> Datasets

https://learn.microsoft.com/en -us/fabric/governance/metadata -scanning-overview



Auditing z Scanner API

Get Modified Workspaces

Gets a list of workspace IDs in the organization.

With parameters:
AexcludelnActiveWorkspaces

AexcludePersonalWorkspaces
AmodifiedSince

A The use of the parameter modifiedSince  enables to return only the workspaces that are changed
after the set date-time.

A In this way you can perform an incremental refresh for your environment, rather than a full load every
time you call the API.

https://learn.microsoft.com/en -us/fabric/governance/metadata -scanning-overview




Auditing z Scanner API

Get Modified Workspaces

Sample request

GET https://api.powerbi.com/v1.0/myorg/admin/workspaces/modified?modifiedSince=2020 -10-
02T05:51:30.0000000Z&excludePersonalWorkspaces=True&excludelnActiveWorkspaces=True

Sample response

JSON ™ copy
[
{
"Id": "3740504d-1f93-42f0-800d-c8baob787a3b"
-
{
“Id": "19cb346c-9839-4¢19-81e6-76364d0bS36F"
¥

]
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i = In this article

&

Admin - Workspacelnfo ;
Pipelines GetPipelinesAsAdmin = GetMod ifiedworks paces Limitations

Pipelines UpdateUserAsAdmin URI Parameters

Profiles DeleteProfileAsAdmin Reference &Y Feedback

Show more
Profiles GetProfilesAsAdmin Service: Power Bl REST APls
Reports GetReportSubscriptionsAsAdmin APl Version:

Reports GetReportUsersAsAdmin .
: Gets a list of workspace IDs in the organization.

Reports GetReportsAsAdmin

Reports GetReportsinGroupAsAdmin If the optional modifiedsince parameter is set to a date-time, only the IDs of workspaces that changed after that date-

= . time are returned. If the modifiedsince parameter isn't used, the IDs of all r.-orks%es in the organization are returned.
Rotate Power Bl Encryption Key

~ . The date-time specified by the modifiedSince parameter must be in the range of 30 minutes (to allow workspace changes
Users GetUserArtifactAccessAsAdmin .

to take effect) to 30 days prior to the current time.
Users GetUserSubscriptionsAsAdmin

WidelySharedArtifacts LinksSharedToWholeOrganization

WidelySharedArtifacts PublishedToweb Perm I SS l 0 ns

pacelnfo pace:

The user must have administrator rights (such as Microsoft 365 Global Administrator or Power Bl Service Administrater) or
Waorkspacelnfo GetScanResult . + 5 oy
authenticate using a service principal.
Waorkspacelnfo GetScanStatus
Workspacelnfo PostWorkspacelnfo When running under service principal authentication, an app must not have any admin-censent required permissions for
, Power Bl set on it in the Azure portal
> Apps
* Available Features
qo— Required Scope
» Dashboards

Tenant.Read.All or Tenant.ReadWrite All

» Dataflow Storage Accounts
> Dataflows Relevant only when authenticating via a standard delegated admin access token. Must not be present when
» Datasets authentication via a service principal is used.

» Embed Token
Gateway: . . .
e Limitations
* GoalNotes (Preview)
Maximum 30 requests per hour.

» GoalValues (Preview)

» Goals (Previ
» GoalsStatusRules (Preview) . o Copy
-y
> Groups
GET https://api.powerbi.com/vl.8/myorg/adain/workspaces/modified
» Imports
> Pipelines
With optional para
» Profiles -

= Download PDF HTTR D copy




I Full workspace metadata from the
Scanner APl

GET https://api.powerbi.com/v1.8/myorg/admin/workspaces/scanResult/e7d@3602-4873-4760-b37e-1563ef5358e3

JSON 0 Copy
{
"workspaces™: [
{
"id": "d5@7422c-8d6d-4361-ac7a-30074a8cd@al”,
“"name": "V2 shared"”,
"type": "Workspace”,
"state": "Active”,

"isOnDedicatedCapacity™: true,

"capacityId”: "efes4df7-c13d-451b-af5f-ed@c466483b2",
"defaultDatasetStorageFormat™: "Small”,

"reports™: [

{

"id": "c6de72d1-ed20-4b60-8329-16c4b934203b",
"name": "CompositeModelParams-RLS",
"datasetId”: "132593c4-bf8d-4548-8f25-1ebb16a1613c”,
"createdDateTime": "2020-06-16T08:22:49.14",
"modifiedDateTime": “2020-86-16T88:22:49.14",
"modifiedBy”: "john@contoso.com”,
"reportType”: "PaginatedReport”,
"endorsementDetails™: {
"endorsement™: "Certified”,
“certifiedBy": "john@contoso.com”
s
"sensitivitylLabel™: {
"labelId”: "85b38049-4259-43a32-8feb-244e222d96c0"
s
"users": [
{
"displayName"”: "John Nick",
“emailAddress”: “john@contoso.com”,
"appUserAccessRight”: "ReadExplore”,
"identifier”: "john@contoso.com”,
"graphId”: "3fadb6e4-138c-4a8f-aeac-416e38b66756",
“principalType”: "User”
}
1
"tags": [
"3b4b36a5-7895-4548-93b7-924e6e65833e",
"8ce9led7-8423-4492-b831-48906997aab2"




Performances, logs, metrics, etc.



Capacity metrics app

From Microsoft documentation

oOThe Microsoft Fabric Capacity Metrics app provio
Use the app to monitor your capacity consumption and make informed decisions on how to use your

capacity resources. For example, the app can help identify when to scale up your capacity or when to turn on
autoscale 6

Fabric Capacity Metrics ® O

Health Compute Storage Autoscale compute for Spark  ltem History  Help

Capacity name:  devtradepiusbi ~ SKU: F2 Avg utilization: 374% Peak utilization: 10.62% Select a capacity to refresh visuals, all visuals refresh with each selection. Click “info” to leam more.

Multi metric ribbon chart CU % over time “ Logarithmic

®Activator @Dataser  EvertStream @KustoDatsbase @ Kustofvent @ Lakehous= @ MountedRel @OrgApp  Pipefine @50(0bMNative © Synapss @ Warzhouse ®EBackground % @Imeraciive % @ Background non-billable S @ Ineractive non-billable % —Autoscale % —CU % Limit

®
a 50%
N L
Feb 02 Feb 4 Feb 08 Feb 03 Feb 10 Feb12
- © ©
Sat31 Sun 1 Mon2 Tue3 Wed4 Thu 5 Fa6 a7 Sund Mon 8 Tue 10 Wed 11 Thu 12 Fri13 Select a field to obtain more details
Select item kind(s): ANl hd Select optional columnis):  Rejected count v

Items (14 days)
e _— S e somen v s s g e
wp_tradeplus_bi_prod Activator Create_delta_table_on_csv 1.167,600.0000 1 0 Billable
wp_tradeplus_bi_prod SynapseNetebook sal_export views 10088200 1 0 Billable
wp_tradeplusbi_link Lakehouse dataverse_wpdemotest_cds?_workspace_ungacfdfad3das._ 37000 1 0 Billable
OLD_wp_tradeplusbi_sandbox KustoEventHouse Eventhouse_demo 2,220.0000 1 0 Billable
wp_tradeplus_bi_prod Lakehouse gold_lh 31.9260 2z 0 Billable
wp_tradeplus_bi_prod Lakehouse silver_th a0 1 0 Bilzble
wp_capacity_slerts SynapseMorebook fabric_capacity_sku_check 32070 1 0 Bilsble
wp_tradeplus_bi_dev_test Lakehouse silver_lh 26130 1 0 Billable
wp_capacity_slerts Bipeline fabric_capacity_sku_sler_dp. 0467130 1 0 Billsble
wp_tradeplus_bi_prod Warshouse silver_lh 269.0920 3 0 Billable
wp_tradeplus_bi_prod Lakehouse config Ih 12870 1 0 Bilzble

Warehouse gold_Ih 173.0560 z 0 Billable

i - ;&'E&E,B’l |E.!95.5!‘!.79-7-l5 ?- )

https://blog.fabric.microsoft.com/en -US/blog/capacity -metrics-in-microsoft-fabric/

https://learn.microsoft.com/en -us/fabric/enterprise/metrics -app



Capacity metrics app

OFeatures and functionalities

The Microsoft Fabric Capacity Metrics app provides various features and functionalities to help you monitor and manage yowapacities
effectively. The app includes the following pages:

A
A
A
A
A

A
A
A

A
A

A

Health page : Get a highlevel overview for all capacities youre admin of
Compute page: Getal4dday view of your capacityds compute performance.
Storage page: Monitor storage usage over the past 30 days.

Timepoint page: Drill into a specific 38 second timepoint to see which operations interactive or background- consumed the most
compute.

Timepoint summary page (preview): Summarizes operation types (not individual operations) that contributed to capacity usage during
a selected timepoint.

Timepoint item detail page (preview): Provides granular detail on operations within a specific item at a timepoint.
Autoscale compute for Spark page: This page provides insights into the autoscaling behavior of Spark workloads,

Autoscale compute for Spark detail page: Dive deeper intcautoscale operations to understand which workloads triggered scaling and
how they contributed to overall capacity usage.

Plan capacity : Learn how to estimate the right capacity SKU for your workloads using the metrics app and the Fabric SKU Estimator.

Monitor paused capacity : Track when a capacity was paused or resumed and understand why utilization spikes may appear during
pauses.

Calculations : Understand how the app computes key metrics like CU usage, throttling, analutoscaleimpact.

https://learn.microsoft.com/en -us/fabric/enterprise/metrics -app



Capacity metrics app

(») WP Tenant

DEMO

Compute - Fabric Capacity Metrics- Power Bl

https://app.powerbi.com/Redirect?action=0OpenApp&appld=2c756829 -cfc0-4173-a2c6-
340996b2afca&ctid=3b4173fc-75ee-4e22-9f2b-e7c2f4773ec4&experience=power-bi

https://blog.fabric.microsoft.com/en -US/blog/capacity-metrics-in-microsoft-fabric/


https://app.powerbi.com/groups/7659f55f-1d32-43d5-b547-6f4b68ec8d56/reports/30fecb56-d599-4ec7-968a-4c2c92cc0f37/ReportSection9acbdaaf706063e57b07?experience=power-bi
https://app.powerbi.com/groups/7659f55f-1d32-43d5-b547-6f4b68ec8d56/reports/30fecb56-d599-4ec7-968a-4c2c92cc0f37/ReportSection9acbdaaf706063e57b07?experience=power-bi
https://app.powerbi.com/groups/7659f55f-1d32-43d5-b547-6f4b68ec8d56/reports/30fecb56-d599-4ec7-968a-4c2c92cc0f37/ReportSection9acbdaaf706063e57b07?experience=power-bi
https://app.powerbi.com/groups/7659f55f-1d32-43d5-b547-6f4b68ec8d56/reports/30fecb56-d599-4ec7-968a-4c2c92cc0f37/ReportSection9acbdaaf706063e57b07?experience=power-bi
https://app.powerbi.com/groups/7659f55f-1d32-43d5-b547-6f4b68ec8d56/reports/30fecb56-d599-4ec7-968a-4c2c92cc0f37/ReportSection9acbdaaf706063e57b07?experience=power-bi

Workspace monitoring (Preview)

From Microsoft documentation

oWor ks pac e isadMiciodofoRabricdatabase that collects and organizes logs and metrics from a
range of Fabric items in your workspace. Workspace monitoring lets workspaceesersaccess andanalyze
logs and metrics related to Fabric items in the workspace. You can query the database to gain insights into
the usage and performance of your workspace.

Workspace monitoring creates anEventhousedatabase in your workspace that collects and organizes logs
and metrics from the Fabric items in the workspace. Workspace contributors can query the database to
| earn more about the performance of their Fabric

https://learn.microsoft.com/en -us/fabric/fundamentals/workspace -monitoring -overview 70



https://learn.microsoft.com/en-us/fabric/fundamentals/workspace-monitoring-overview
https://learn.microsoft.com/en-us/fabric/fundamentals/workspace-monitoring-overview
https://learn.microsoft.com/en-us/fabric/fundamentals/workspace-monitoring-overview
https://learn.microsoft.com/en-us/fabric/fundamentals/workspace-monitoring-overview
https://learn.microsoft.com/en-us/fabric/fundamentals/workspace-monitoring-overview
https://learn.microsoft.com/en-us/fabric/fundamentals/workspace-monitoring-overview
https://learn.microsoft.com/en-us/fabric/fundamentals/workspace-monitoring-overview
https://learn.microsoft.com/en-us/fabric/real-time-intelligence/eventhouse

A Must be enabled in the tenant by a Fabric admin

A You must have admin role in the workspace

https://learn.microsoft.com/en -us/fabric/fundamentals/workspace -monitoring -overview

A A Power Bl Premium or Fabric capacityis required

Workspace monitoring

Audit and usage settings

4 Workspace admins can turn on monitoring for their workspaces (preview)

Enabled for a subset of the organization

Workspace admins can turn on monitoring for their workspaces. When a workspace
admin turns on monitoring, a read-only Eventhouse that includes a KQL database is
created. After the Eventhouse and KQL database are added to the workspace, logging is
turned on and data is sent to the database. Learn More

@D cnabled

Apply to:

(O) The entire organization

/
P

@) Specific security groups

| @) sEC-PBIWSP_P_Admin

|:\ Except specific security groups

Delegate setting to other admins ©

Select the admins who can view and change this setting, including any security group
selections you've made.

Capacity admins can enable/disable

71
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Workspace monitorin

Operation logs

After you install workspace monitoring, you can query the following logs:

e All up Fabric

o ltem job events to monitor job performance and trends for Fabric items.

e Data engineering (GraphQL)
o GraphQL operations

e Eventhouse moenitoring in Real-Time Intelligence
o Command logs
o Data operation logs
o Ingestion results logs
o Metrics

o Query logs

+ Mirrored database

o Mirrored database logs

+ Power Bl

o Semantic models

https://learn.microsoft.com/en -us/fabric/fundamentals/workspace -monitoring -overview

12
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Workspace monitoring

Considerations and limitations

* ‘You can only enable either workspace monitering or log analytics in a workspace. You can't enable both at the
same time. To enable workspace monitoring in a workspace that workspace that already has log analytics enabled,

delete the log analytics configuration and wait for a few hours before enabling workspace monitoring.

* The workspace monitoring Eventhouse is a read-only item.
o To delete the database, use the workspace settings. Before recreating a deleted database, wait about 15 minutes.

o To share the database, grant users a workspace member or admin role.
e The retention period for monitoring data is 30 days.
* You can't configure ingestion to filter for specific log type or category such as error or workload type.
e User data operation logs aren’t available even though the table is available in the monitoring database.

s Workspace monitoring is billed based on the capacity consumed by the monitoring items. For more details, see

Eventhouse and KQL Database consumption and Microsoft Fabric event streams capacity consumption.

e Throttling
o Monitoring Eventstream and Eventhouse operations arn't impacted by the state of the capacity. When the
capacity is throttled, the queries on the monitoring Eventhouse and the Eventstream ingestion operations
continue to function normally. There's alsc no impact to real-time dashboards built on top of the monitoring
database.
© Power Bl reports or Activator alerts, built on top of the monitoring database respect the capacity state and get
throttled.

e Currently private links are not supported for workspace menitoring.

https://learn.microsoft.com/en -us/fabric/fundamentals/workspace -monitoring -overview

https://github.com/microsoft/fabric -samples/tree/main/workspace-monitoring
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Workspace Items

G

Item raw logs

Fabric Workspace Monitoring Dashboards

Solution Accelerator

Monitoring Eventhouse

Insights

Consolidated Logs

https://learn.microsoft.com/en -us/fabric/fundamentals/sample -gallery-workspace-monitoring

Monitoring Templates

' Lat
@5 Real-time Dashboard

* 0 o) sl =)
s r :- E[S

= sy S==
Monitor actively used Create Track running

items proactive alerts operations

i Power Bl Report

— —
-
. - ﬁ
Explore Analyse historical s
A 2 Investigate root causes
performance metrics operations

Diagnostic Layer
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Visualize workspace monitoring

Samples X

Configure
Create samples

Create & connect
i Bike_Queryset

Bike_Eventstream Bike_Eventhouse -
@a Bike_RTDashboard | # | Bike_Activator

% Bike rental data |

7 Bike_stresm ™ [ sikeDs

| I | Bike Report

About Bike rental data Destination

Bike rental data in London. Analyze bike movements, monitor station occupancies, and track user patterns.

With just one click. this flow creates a group of sample items. You will get an end-to-end solution that Location

demonstrates how Real-Time Intelligence components waork together, enabling you to stream, analyze, and 282 Andrea_Martorana_demo_t
visualize real-time data in a real-world context. Learn more

Folder (&
Select sample items to create £ Bike_sample
It is recommended to create the entire set for maximum value.
@ Eventhouse i Report o
Explore and analyze Analyze and share insights
Eventstream | Real-Time dashboard
Capture, transform and route data ? Visualize key insights
Queryset Activator
=™ Run and manage queries Trigger actions and alerts
https://learn.microsoft.com/en -us/fabric/real -time-intelligence/sample -end-to-end 75
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Search
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Semantic model
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Q Search
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KQL Database
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0D @ s

&2 Manage access

Q Filter by keyword = Filter v
Sensitivity 'a';)‘;“ded in
— [ ]

o
o

E <3 @rkspace settings

g

v

77



ll Azure Log Analytics with Power B

From Microsoft documentation:

OAzure Log Anal yt i cs allownstyeudorcaptuie semantici t h
model events from all semantic models in a Power Bl workspace. It's supported
only for Premium workspaces. After you set up integration and the connection is
enabled (for a Power Bl Premium workspace), semantic model events are
automatically captured and continually sent to an Azure Log Analytics workspace.
The semantic model logs are stored irlAzure Data Explorer, which is an append
only database that's optimized for capturing high-volume, nearreal time
telemetry data.o

The workspace must be assigned to a Fabric/Premium capacity

https://learn.microsoft.com/en -us/power-bi/guidance/powerbi -implementation -planning-auditing -monitoring -data-level-auditing



Azure Log Analytics with Power B

https://learn.microsoft.com/en -us/power-bi/transform -model/log -analytics/desktop-log-analytics-overview

--- @ Azure Monitor ----------cmmm e -
: ' ~ |
| o . : ~—— Integrate ——
: . Ja) EI :
: Application Container VM : APM
o ! : ; Provid
Application da H "N ' Insights | roviders
= g = =
! um ! Dev Tools
| Network Additional Storage i
i Soluti ;
Infrastructure <l B A . ! olutions ) ! o
| ! Visualization
— ; Metrics A e ﬂ ' Tools
: || Analyze Illl--"’ L e T M Thid P
' ) e " Metric Explorer Log Analytics ' A:-lalyt?:y
Azure - A1 I = :
Platform A Logs | SIEM Tool
A | i I ools
Services ! P ™ E !
: Visualize X
(Power B l) ' Dashboards Workbooks ' Automation
' ! Services
Custom Sources o B A '
u 'Q. n : ITSM Tools
: Respond ;
I Alerts Action rules Autoscale i
X and groups .
| o i



<, Azure Log Analytics with Power Bl
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IAzure Log Analytics with

Events and schema

After you enable Azure Log Analytics, it starts to log the following event categories. For more information on these

events, see Analysis Services Trace Events.

* AggregateTableRewriteQuery
¢ Command

* Deadlock

e DirectQuery

s Discover

s Error

* ProgressReport
s Query

* Session Initialize
* \ertiPaqSEQuery
s Notification

Property

TimeGenerated

OperationMame

Correlationld

PowerBlWorkspaceld

PremiumCapacityld

ApplicationContext

ApplicationName

Artifactld
ArtifactKind
CpuTimeMs
ArtifactName

LogAnalyticsCategory

DatasetMode
DurationMs

User

Existing Azure Analysis
Services property

EventClass_s

ApplicationContext_s

ApplicationMName_s

CPUTime_s
DatabaseMName_s

Unique

Duration_s

User s

https://learn.microsoft.com/en -us/power -bi/transform -model/log -analytics/desktop-log-analytics-configure?tabs=refresh#events-and-schema

Power Bl

Schema

Description

The timestamp (UTC) of when the log was generated.

The Analysis Services trace event associated with the log record. Refer to AS
Trace Events documentation page for more details about possible events for
each category.

The ID for correlated events. Can be used to identify correlated events
between multiple tables.

Unigue identifier of the workspace containing the artifact being operated on.

Unigue identifier of the Premium capacity hosting the artifact being operated
an.

Property bag of unique identifiers providing details about the application
executing the request. for example, report ID.

Contains the name of the client application that created the connection to
the server. This column is populated with the values passed by the
application rather than the displayed name of the program.

Unigue identifier of the resource logging the data.

Type of artifact logging the operaticon, for example, semantic medel.
Amount of CPU time (in milliseconds) used by the event.

The name of the Power Bl artifact logging this operation.

The Analysis Services trace event category associated with the log record.
Refer to AS Trace Events documentation page for more details about possible
event categories.

The mode of the semantic model. Import, DirectQuery, or Composite.
Amount of time (in milliseconds) taken by the operation.

The user associated with the running operation. Used when an end-user
identity must be imperscnated on the server.



Sample log analytickqgl query

// log count per day for last 30d

PowerBIDatasetsWorkspace

| where  TimeGenerated > ago(30d)

| summarize count() by format_datetime  ( TimeGenerated ,' yyyy - MMdd')

// average query duration by day for last 30d

PowerBIDatasetsWorkspace

| where  TimeGenerated > ago(30d)

| where  OperationName ==' QueryEnd'

| summarize avg( DurationMs ) by format_datetime ( TimeGenerated ,' yyyy - MM
dd")

// query count, distinctUsers , avgCPU, avgDuration by workspace for
last 30d
PowerBlDatasetsWorkspace
| where  TimeGenerated > ago(30d)
| where  OperationName ==" QueryEnd "
| summarize  QueryCount =count()
, Users = dcount ( ExecutingUser )
, AvgCPU =avg( CpuTimeMs)
, AvgDuration  =avg( DurationMs )
by PowerBIWorkspaceld

https://learn.microsoft.com/en -us/power -bi/transform -model/log -analytics/desktop-log-analytics-overview




Sample log analytickql query

/levents throttled in the last day by workspace, item and user

let executionMetrics = PowerBlIDatasetsWorkspace

| where  TimeGenerated > ago(1d)

| where  OperationName ==" ExecutionMetrics "

| extend eventTextJson = parse_json (EventText )

| extend capacityThrottlingMs =toint ( eventTextJson.capacityThrottlingMs ) JISON

| where  capacityThrottlingMs > 0;

let commands = PowerBlDatasetsWorkspace {

I\évrr:)tjeerit OperationName in (" CommandEnd, QueryEnd ", "DiscoverEnd") "timeStart": "2024-83-20T12:39:59.6817",
TimeGenerated | "timeEnd": "2824-83-28T13:81:14.2417",
ExecutingUser "durationMs": 1274559,

Artifactld , "vertipagJobCpuTimeMs": 156,
PowerBIWorkspaceld "mEngineCpuTimeMs": 9617484,
CommandOperationName = OperationName "totalCpuTimeMs": 9618469,
XmlaRequestld "executionDelayMs": 1@,

Correlationld ,

"approximatePeakMemConsumptionkKB™: 1683469,
CommandText = EventText ; PP P

"mEnginePeakMemorykKB": 1676816,

commands . ) . .
| join kind=inner executionMetrics on XmlaRequestld tabularConnectionTimeoutMs™: 18@6eeee,
| project "refreshParallelism™: 16,

TimeGenerated "vertipagTotalRows™: 114,

Artifactld , "intendedUsage": 2

PowerBIWorkspaceld 1

ExecutingUser
CommandOperationName ,
XmlaRequestld

EventText
CommandText,
capacityThrottlingMs
| summarize  countThrottling = count(), avgThrottlingDuration =
avg( capacityThrottlingMs ) by PowerBIWorkspaceld , Artifactld , ExecutingUser

CommandOperationName

https://learn.microsoft.com/en -us/power-bi/transform -model/log -analytics/desktop-log-analytics-configure?tabs=refresh#executionmetrics-event



Bonus topic- FUAM

Capacity Metrics

FURM =

Optimization Module
(coming soon)

Fabric Unified Admin Monitoring

Take your tenant monitoring to the next level.

https://github.com/microsoft/fabric -toolbox/tree/main/monitoring/fabric

Activity Logs

=
. 1 Capaci
Ref reshages

-unified -admin-monitoring
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FUAM

Admin
Monitoring
Workspace

Capacity

Metrics App

FUAM

Workspace

Workspace || Monitoring Usage
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FUAM

Fabric Unified Admin Monitoring (FUAM)

Take your tenant monitoring to the next level.

o— . > o > & > @ 1 “Seamless tenant monitoring experience for Fabric Admins.”
Tenant Capacity Domain Workspace Item
level level level level level .
Insights
“Unified data store for your platform logs” l ‘x l .Enrich FUAM Lakehouse with your data via Shortcut”

FUAM Lakehouse

-
.

Data collection via Fabric Pipelines & Notebooks

e — - = - £ 13 [ * ;;

D & = 4 fosuan T - 0 p \

= 22 [EN=] led) (1] el
Active Activity Capacity Capacity Capacity Inventory Optimization Tenant
Items Logs Properties Refreshables Metrics (meta) data Module settings

Coming soon
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VA

doh

(=t
Optimization module

L,E"l Best Practice
< Checks

@ 2 @

Intelligent engine level
diagnostic of top CU
consumers

Pipeline Pipeline
E2E module E2E module

O CINCNG

Tenant
meta data

Capacity
Metrics Engine data

Product Fabric
Owners Admin

S

] Reporting

via DirectLake mode

Scope: workspaces on dedicated capacities
Tenant Overview Capacity Refreshes

Report Usage Overall Timeline View

Workspace Characteristics with Trend Analysis

|'| FUAM Lakehouse
o unified data model

Data ingestion

Pipeline modular structure
E2E module

() (E'bj Incremental load Full load

BPA & VertiPaq

Activity logs

Scope: top outliers
Semantic Catalog
In-depth Engine Analysis

Item Impact Analysis

Scope: tenant wide

Activity anomalies

Tenant Settings  Active Users

Capacity Characteristics

FUAM

Delta Tables Raw Files - .9
A your
Shortcut d ata
Orchestration Pipeline e
“Schedule one pipeline and get all the data” A,

o o] — ot ] —> [

Capacity
Refreshes

User Accesses
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Takeaways

Inventory

Usage
Adoption

Auditing

Performance

A OnelakeCatalog (only Fabric) A Admin API
A Admin Monitoring workspace A Service API

A Usage and adoption report A Admin API
(admin workspace)
A Audit Portal M365

A Purview Hub (admin workspace) A Scanner API

A Capacity metrics app A Log Analytics
A Workspace monitoring
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andrea.martoranatusa@agmail.com

I Stay In touch
_

https://www.linkedin.com/in/andrea -martorana-tusa/

Slides https://github.com/Andrea -Martorana-Tusa/PowerBIl_Auditing101



mailto:andrea.martoranatusa@gmail.com
https://www.linkedin.com/in/andrea-martorana-tusa/
https://www.linkedin.com/in/andrea-martorana-tusa/
https://www.linkedin.com/in/andrea-martorana-tusa/
https://www.linkedin.com/in/andrea-martorana-tusa/
https://www.linkedin.com/in/andrea-martorana-tusa/

Loved it? Learned something? Tell us!
Share your feedback In just 1 minute

EEEEEEEEEEEEEEEEEEEEEE
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