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Data-driven transformations yield significant
benefits



https://hbr.org/webinar/2020/05/how-to-lead-a-data-driven-digital-transformation
https://hbr.org/webinar/2020/05/how-to-lead-a-data-driven-digital-transformation
https://hbr.org/webinar/2020/05/how-to-lead-a-data-driven-digital-transformation

But achieving these benefits comes with challenges



https://www.microsoft.com/en-us/microsoft-fabric/getting-started
https://www.gartner.com/en/data-analytics/insights/data-analytics-capabilities

Today’s data realities

Data governance

Analytics
Operational Databases




Problem statement

Modern organizations generate valuable insights from data, but lack
the oversight needed to ensure that data is trustworthy, secure, and
compliant at scale. Without integrated governance and security
across the analytics lifecycle, dathiven decisions become risky,
compliance exposuracreasesandAl innovation cannot be safely

accelerated.



Alntro: why trust matters
ASecurity foundations in Fabric
AMicrosoft Purview Overview

APurview & Fabric in Action




Security layers in Microsoft Fabric
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Building trust in your Data Platform
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The goal—Integrated solutions are better equipped to address
customer needs to safely drive business value and Al innovation

@ Challenges @ What customers want

An integrated data platform with security and

Fragmentation )
governance solutions

Sophisticated security and governance solutions that

SVEMING) UL e SEEE adapt to regulations as they are released

Governance and security solutions that integrate across

Growing data estates your entire, crosscloud data estate

Trustworthy measures that provide assurance for

Safeguarding for Al Al innovation




Microsoft Purview

@ Data Security Data Governance @ Data Compliance

Secure data across its lifecycle, wherever it Confidently activate your data & accelerate Manage critical risks and regulatory
lives time to insights requirements

Data Loss Prevention Unified Catalog Compliance Manager

Insider Risk Management SN DS eDiscovery and Audit
Information Protection Curation Communication Compliance
Data Lifecycle Management

Data Qualit
Q Y Records Management
Data Health

Master Data Manageme#t

Unstructured & Structured data Traditional and Al generated data Microsoft and Multicloud

Shared platform capabilities .
Al-based efficiency, Data Map, Classification, Labels, Audit Logs, Policies, Data Connectors




Purview Data Security & Compliance integration with Fabric

oase locations to apply the policy
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Information protection

o : Data loss : Insider Risk
sensitivity labels and protection : - Audit
.. prevention policies Management
policies
Classify sensitive Fabric data using the Automatically detect sensitive data Log user activities from Microsoft Ingest audit logs from Fabric in addition
samesensitivity labels that are used in such as PIl or SSN in Fabric inMS Purview Audit to support to other millions of signals talentify
Microsoft 365 the label and protection Lakehouse or Semantic Models security, forensic, and internal potential malicious or inadvertent
travels with the data withirFabric, and and trigger automatic risk remediation investigations. insider risk.
enforced even when the data is actions such as alerts
exported to Office. or restrict access.
- -

£ £ e e

e Additional Microsoft Purview purchase required ‘




Purview Information
Protection



Purview Information Protection for Fabric

Classify and protect sensitive data as it travels across Azure, Microsoft Fabric and Office

b @ 8 L o7 & RN

Label data using the same sensitivity labels
used in Office, SharePoint, and Azure (GA)

Label basediata protection providing dynamic
access controls -

Label and protection follow the data within
Fabric and to Office, Power Bl and PDF files

Enforce labeling with mandatory and default
label policies

Track labeling activities viaurview Audit

Roadmap :GA protection policies, auttabeling, expend
to table, column level granularity

Additional Microsoft Purview purchase required c
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Purview Information Protection
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LH_SiIver_Layer‘ @ Select a label

Purview Information Protection

Find detailed information about this Lakehouse

LH_Silver_Layer

¢ MIP LabE|S in Ofﬂce Location

. . AW _DEMO > AW_DEMO Data (D) NCC
* MIP Labels in Fabric o - e
. _ _ encitivie (1
 Inheritance of MIP labels in Fabric enstivity &

@ Select a label
Purview Demo
Outdated
Outdated 2
BlockContent
Openbaar

Purview Demo\Purview Public Intern
Purview Public

P — —— | Silver Layer O Silver Layer ) i
g HSiverlayer O 01yt endoo oA Vertrouwelijk
= Lakehouse _d:_ endpoint - -

Learn more



Purview Information Protection

* Create labels
* Publish labels
Next steps

AMake sure you use3 labels(peo
Review data classification reports to see how labels are being used

o Use Clear Names: Read guidance on how to educate users about sensitivity labels
* Confidential1 >>>Confidential — Inte

@ New policy created

It can take up to 24 hours to publish the labels to the selected users' apps.

* Prioritize labels appropriately

* Start with the least restrictive (e.g., "Public”) at the top and most
restrictive labels (e.g., "Highly Confidential”) at the bottom of the list



4 Allow users to apply sensitivity labels for content
Enabled for the entire organization

O C With this setting enabled, Microsoft Purview Information Protection sensitivity labels

F a r I C S e tt I n S published to users by your organization can be applied. All prerequisite steps must be
completed before enabling this setting.

Important: Sensitivity-label-based access control for Fabric and Power Bl data and
content is only enforced in the tenant where the labels were applied, in Power Bl
Desktop (.pbix) files, and in Excel, PowerPoint, and PDF files generated via supported
export paths. Sensitivity-label-based access control is not supported in cross-tenant
scenarios, such as external data sharing, or in any other export scenario, such as export
to .csv or .txt formats. For more information, see Information protection in Microsoft
Fabric: Access contral.

4 Automatically apply sensitivity labels to downstream content
Enabled for the entire organization

With this setting enabled, whenever a sensitivity label is changed or applied to Fabric
content, the label will also be applied to its eligible downstream content. Learn More

Q Enabled

Note: Sensitivity label settings, such as encryption and content marking for files and
emails, are not applied to content in Fabric. Learn More. Encryption is applied to content
in supported export paths.

Visit the Microsoft Purview portal to view sensitivity label settings for your organization.

o Enabled

4 Restrict content with protected labels from being shared via link with everyone in your organization
Enabled for the entire organization

This setting will prevent content with protection settings in the sensitivity label from
being shared via link with everyone in your organization. Learn More

Q Enabled

@ The setting below determines which users in the organization can apply and
change sensitivity labels. All other users in the organization can only view the
labels.

@ To enable you need to allow users to apply sensitivity labels for Fabric content
and allow shareable links to grant access to everyone in your organization

4 Apply sensitivity labels from data sources to their data in Power Bl

(9 _Thic catting anpliac tg fhe ontire grganization Enabled for the entire O."'g:?-’.‘-."li';i‘L‘L.".O.’T

Only sensitivity labels from supported data sources will be applied. Please see the
documentation for details about supported data sources and how their sensitivity labels
are applied in Power Bl. Learn about supported data sources

Q Enabled

4 Domain admins can set default sensitivity labels for their domains (preview)
Disabled for the entire organization

Domain admins can set a default sensitivity label for their domains. The label they set
will override your organization's default labels in Microsoft Purview, as long as it has a
higher priority than the existing default labels set for your tenant. A domain's default

label will automatically apply to new Fabric items created within the domain. Reports,
semantic models, dataflows, dashboards, scorecards, and some additional item types

aren't currently supported. Learn More

) Additional data sources may be supported in the future. With this feature
enabled, the sensitivity labels from these data sources will also be applied in
Power BI.
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Purview Protection Policies



Purview Protection Policies

Policies > New protection policy

Name and description

Name and describe your protection policy

What to detect Name *

‘ Fabric Protection Policy

Where to apply

Description
How to protect

‘Enter a policy description

Mode

oO—O0—0—0—0—@

Review and finish

Cancel



Purview Protection Policies

New protection policy

Choose a sensitivity label

Name and description

Choose the sensitivity label used

‘ A Search for specific labels

What to detect
This policy will detect items that have the label applied and are stor

one label per policy.

13 items

apply

PPy ) Label Scope
If you plan tc e this p o Microsoft Fabri th ep, you must s

Purview Demo/Purview Public Files & other data assets
How to protect

Purview Demo/Purview Confidential Files & other data assets
Name Scope
Outdated Files & other data assets
High Secure - Enforce Compliant device...  Files & other data assets, Email, Site, Un|
No sensitiv | added yet. S¢

Qutdated 2 Files & other data assets

BlockContent Files & other data assets

IRMTestLabel Files & other data assets, Email, Site, Un)
Openbaar Files & other data assets, Email

Intern Files & other data assets, Email
Vertrouwelijk/Intern Files & other data assets, Email
Vertrouwelijk/Extern Files & other data assets, Email

Strikt vertrouwelijk Files & other data assets, Email

ET Test Mark Files & other data assets




Purview Protection Policies

Policies > New protection policy

@ Name and description M
| Choose data sources to apply the policy
@ What to detect
The policy will detect labeled items stored in the data sources you choose. Note that each source you include must have data policy
enforcement turned on in the Data Map. Learn more about these data sources
@ Where to apply
| Location Description Scope Actions
QO How to protect
O Mode
| ] Azure Storage Azure Blob Storage, Azure Data Lake Gen 2 Turn on location to
scope
QO Review and finish
[ Azure SQL Server Azure SQL Database Turn on location to

(D) Microsoft Fabric is unavailable because the label you selected doesn't have access control settings configured. If you want to scope this policy to Fabric, edit the label by assigning
permissions in the 'Access control' setting.

(D Microsoft Fabric doesn't support policies that are applied to other data sources. To protect items in Microsoft Fabric, create a separate policy scoped only to that source.

Cancel



Purview Protection Policies

Policies > New protection policy

Narme and description Choose data sources to apply the policy

What to detect
The policy will detect labeled items stored in the data sources you choose. Note that each source you include must have data policy

enforcement turned on in the Data Map. Learn more about these data sources

Where to apply

Location Description Scope Actions
How to protect

Microsoft Fabric Data engineering, factory, science, and warehouse All workspaces

o
|
o
|
®
|
0]
|
0]
|
o

Review and finish

(D Microsoft Fabric doesn't support policies that are applied to other data sources. To protect items in Microsoft Fabric, create a separate policy scoped only to that source.

Cancel




Purview Protection Policies

Policies > New protection policy

& Name and description f' I :
| Define access control settings
©@ What to detect
Except for the users and groups you add below, this policy will prevent everyone from accessing existing and future assets that have the label
applied in data sources you specified. Learn more about these settings
@ Where to apply
® Important: Ensure that any service principal accounts running Data Governance Scans for the scoped sources are included in a Security Group. Add this Security Group to the
allowed list of your protection policies. This will prevent future scans from being blocked by access restrictions on labeled files.
. How to protect ® Important. Allowing users and groups to retain specific access rights doesn't explicitly grant those rights to them. It simply means that they'll retain those rights if they already have
| them. In addition, these access control settins may be applied differently across Fabric items. Learn more about how access control is applied in Fabric
O Mode \_| Allow users to retain read access
| Users and groups you add here won't be prevented from having read access to the labeled assets, provided they already have read
O Review and finish permissions.

\7| Allow users to retain full control

Users and groups you add here won't be prevented from having full control of the labeled assets, provided they already have full control
permissions. If they don't already have full control, they'll retain the current permissions they have.

Cancel



Purview P

rotection Policies

Policies > New protection policy

o
|
o
|
o
|
L
|
L
|
L

Name and description

What to detect

Where to apply

How to protect

Review and finish

Define access control settings

Except for the users and groups you add below, this policy will prevent everyone from accessing existing and future assets that have the label

applied in data sources you specified. Learn more about these settingﬂ

® Important: Ensure that any service principal accounts running Data Governance Scans for the scoped sources are included in a Security Group. Add this Security Group to the
allowed list of your protection policies. This will prevent future scans from being blocked by access restrictions on labeled files.

o Important. Allowing users and groups to retain specific access rights doesn't explicitly grant those rights to them. It simply means that they'll retain those rights if they already have
them. In addition, these access control settins may be applied differently across Fabric items. Learn more about how access control is applied in Fabric

Allow users to retain read access

Users and groups you add here won't be prevented from having read access to the labeled assets, provided they already have read

permissions.

—|— Add users and groups > Remove all 2 users
group:

Name Email address

SG-FABRIC-ADMIN ac0b3347-1637-4c58-8412-0155281c695b
SG-FABRIC-CONTRIBUTOR fec7309a-a272-43c2-8286-c828e27fd28c

\7\ Allow users to retain full control

Users and groups you add here won't be prevented from having full control of the labeled assets, provided they already have full control
permissions. If they don't already have full control, they'll retain the current permissions they have.




Purview Protection Policies

Policies > New protection policy

@ Name and description

| Decide whether to turn on the policy on right away or keep it off

@ What to detect (@ Turn on

| Policy will be turned on after it's created.

@ Where to apply () Keep Off .
Q as w e red

@ How to protect

@® Mode

@ Review and finish




Purview Protection Policies

Policies > New protection policy

@ Name and description . H .
| Review your policy settings
T What to detect Submitting..
@ Where to apply Review your settings, edit any if needed, then select 'Create policy’ to finish.
| Name
@ How to protect ) ) ]
Fabric Protection Policy
| £
© Mode What to detect
| Data labeled as "Purview Demo/Purview Confidential”
@ Review and finish Edit

How to protect
Allow read access for 0 users and 2 groups
Edit

Mode
On




Purview Protection Policies

Policies > New protection policy

Name and description

@ Your protection policy is created

What fo detect It might take up to 30 minutes to start detecting and protecting labeled items in the data sources you specified.
Where to apply

How to protect

Mode

O—O0—0—0—0—0

Review and finish



Purview Protection Policies

* Protection policies are useful in scenarios where organizations
need to restrict access to sensitive items. For example, an
organization might want to ensure that only specific internal users
can access items labeled as "Confidential," while blocking access

for everyone else.



Purview a

AUsersmust a

ADLP + auto
AAPI| enforce
ADomaindefa

Create policy

Labels to publish
Admin units
Users and groups

Settings

Documents

Default settings for Fabric and Power Bl content

Fabric and Power Bl

Emails

Apply a default label to Fabric and Power BI
content

The label you choose will automatically be applied to new Fabric and Power BI
reports, dashboards, and datasets. Users can always change the default label if
it's not the right one. Learn more about default label policies in Fabric and Power
Bl

Default label

| MNone

Require users to apply a label to their Fabric and Power Bl content

Users will be reguired to apply labels to unlabeled content they create or edit in Fabric and Power
Bl. Learn more about mandatory labeling in Fabric and Power Bl
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Purview Data Loss Prevention



Purview Data Loss Prevention

Data Loss Policies

Prevention

t shared

View role groups

—+ Create policy Refresh % Copilot 22 items Customize columns

Name Priority Mode Last modified
Diagnostics

TestDominique - Policy Tip InSpark
Related solutions
TestDominique - Antea
Information Protection
sitivity labels - EX
Insider Risk Management
Sensitivity labels - SPO-04B
INSPARKLABS-DLP-BSN-TEAMS
INSPARKLABS-DLP-BSN-5P-OD
INSPARKLABS-DLP-BSN-EXO

DLP-Apps-Confidential-Internal




Purview Data Loss Prevention

Data loss pr

Create policy

@ Template or custom poliey Start with a template or create a custom policy

Q Name Choose an industry regulation to see the DLP policy templates you can use to protect that info or create a custom policy start from scratch. If
| you need to protect labeled content, you'll be able to choose labels later. Learn more about DLP policy templates

Q Admin units () Enhanced templates currently aren't supported for following location(s): On-premises file repositories, Power B, Azure Storage, Azure Sgl Server, Aws 53, OpenAl ChatGPT, Google
| Gemini, Microsoft Copilot, DeepSeek

O Locations (D) Check out our new enhanced policy templates. These enhanced templates extend several of the original templates by also detecting named entities (such as full names and
| physical addresses). Just look for the templates labeled ‘Enhanced" to start protecting even more personal data.

O Policy settings 25 h for specific templates | | All countries or regions

QO Policy mode
| Categories Regulations GDPR Enhanced

O Finish Enhanced Australia Privacy Act Enhanced Helps detect the presence of personal information

for individuals inside the European Union (EU) to
assist in meeting GDPR privacy obligations. This

Financial Australia Personally Identifiable
Information (P1l) Data enhanced template extends the original by also
Medical and health detecting people's full names and physical addresses
Canada Personally Identifiable for countries in the EU. We have enhanced it with
| Privacy Information (PIl) Data Trainable Classifiers HR, Tax, Healthcare, and Legal
Affairs to detect documents containing healthcare,
Custom Canada Personal Information tax fillings, legal terminology and HR records.
Protection Act (PIPA)
a Personal Information Protect this information:

* Business - HR
* Business - Tax

France Data Protection Act * Health/Medical Forms

¢ Employee disciplinary action files
France Personally ldentifiable * Invoice
Information (PIl) Data * Business - Healthcare

s Legal Affairs
| GDPR Enhanced * Agreements



Purview Data Loss Prevention

Data loss preventior Create policy

T Template or custom poliey Start with a template or create a custom policy

O Name Choose an industry regulation to see the DLP policy templates you can use to protect that info or create a custom policy start from scratch. |
| you need to protect labeled content, you'll be able to choose labels later. Learn more about DLP policy templates

O Admin units (i) Check out our new enhanced policy templates. These enhanced templates extend several of the original templates by also detecting named entities (such as full names and
physical addresses). Just look for the templates labeled ‘Enhanced’ to start protecting even more personal data.

Locations 0 «c ¢ 7 SRPUR i i
A4 Search for specific templates All countries or regions

Categories Regulations Custom policy

Create a custom policy from scratch. You will choose
the type of content to protect and how you want to
protect it.

Policy mode Enhanced | Custom policy

Financial

;
;
!

Finish

Medical and health




Purview Data Loss Prevention

Create policy

@ Template or custom

| Name your DLP policy

@® Name

| ati d ap when the conditions match.

O Admin units Name *

Fa policy

from scratch. You will ch

41



Purview Data Loss Prevention

Data loss prevention

Create policy

@ Template or custom policy
Choose wi .
| Scope for Fabric and Power Bl workspaces
® Name
We'll apply the pelicy -
| (@ All workspaces
@ Admin units (@ If your role group per
permissions. —

| D CxClude Workspaces
@ Locations ~
| () Specific workspaces

. . (@ Protecting sensitive ir
T Policy settings capability. Learn more
O Policy mode Location
Q Finish

& Fabric and Power Bl workspaces All workspaces Edit



Purview Data Loss Prevention

Create policy

Template or custom

Define policy settings

want to use the default settings from the template you selected to quickly set up a policy or configure custom rules to refine
y further.
Admin units

o
|
o
|
o
|
o
|
L
|
O
|
O

Finish




Purview Data Loss Prevention

Create policy

Template or custom

Customize advanced DLP rules

Name The rules here are made up of conditions and ac that define the protection requirements for this p can edit existing ru
create new ones.

Admin units

|- Create rule

0 items

o
|
o
|
o
|
o
|
L

Policy settings

Name

Advanced DLP rules

Finish




Purview Data Loss Prevention

Create policy

Create rule

Name *

Purview Confidential - Internal only data

Description

#~ Conditions
Define the conditions that must be met for this policy to be applied. Include specific content, senders, and recipients that you want the rule to detect. For more complex rules, create groups

to exclude or include items. Learn how the condition builder works

Add condition ~ {E Add group

. Actions
Use actions to protect content when the conditions are met.

Add an action

"~ User notifications

Use notifications to inform your users and help educate them on the proper use of sensitive info.

@® ) off

Naotifications won't be used for activity in Exchange, SharePoint, OneDrive, Teams, and On Premises Scanner.

. User overrides

Allow overrides from Microsoft 365 files and Microsoft Fabric items




Purview Data Loss Prevention

Create rule

Sensitive info types

| O Search for Sensitive info t

0

Conditions

Actions

nditions are met.

N e O O B A O

331 items

Name

ABA Routing Mumber

All Credential T

All Full Names

All Medical Terms And Conditions

All Physica

Account Number

Australia Ban

Australia Driver's License Number

Australia Medical Account Number

Australia Passport Number

Australia Phy:

Australia Tax File N

rgentina National Identity (DNI) Numb...

rgentina Unique Tax ldentification Key...

Publisher

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

t Corporation

Microsaft Corporation

Microsoft Corporation

t Corporation

Microsoft Corporation

Microsoft Corporation

t Corporation




Purview Data Loss Prevention

Create policy

Create rule

Use rules to define the type of sensitive information you data protect. If content matches many rules, the most restrictive one will be enforced. Learn more about rules,

MName *

Purview Confidential - Internal only data

Description

#~ Conditions

Define the conditions that must be met for this policy to be applied. Include specific content, senders, and recipients that you want the rule to detect. For more complex rules, create groups
to exclude or include items. Learn how the condition builder works

® ) Quick summary

< Content contains

Group name * Group operator

Default Any of these
Sensitive info types

All Credential Types ‘ Medium confidence i Instance count | 1 |t: Any | ®

Credit Card Number | High cenfidence Instance count | 1 | ‘ Any | @

User Login Credentials ‘ Medium confidence i Instance count | 1 | Any | @

Add

Evaluate predicate for (available for Exchange workload only)

AR Create group



Purview Data Loss Prevention

Create policy

Create rule

. Actions

Use actions to protect content when the conditions are met.

Add an action

#~ User notifications

Use notifications to inform your users and help educate them on the proper use of sensitive info.
@ o

3 Support and behavior for policy tips varies across apps and platforms. Learn where p

Microsoft 365 files and Microsoft Fabric items

Notify users in Office 365 service with a policy tip or email notifications

Policy tips

Customize the policy tip text

Your organization found policy issues in this lakehouse that need your attention

. User overrides

Allow overrides from Microsoft 365 files and Microsoft Fabric items

e rule automatically if

#~ Incident reports

Use this severity level in admin alerts and reports:



Purview Data Loss Prevention

Data loss prevention Create policy

Template or custom policy

Customize advanced DLP rules

The rules here are made up of conditions and actions that define the protection requirements for this policy. You can edit existing rules or
create new ones.

Admin units

|- Create rule

Locations

Policy settings
Status

@ o

Advanced DLP rules

Policy mode C t con e infa All Credential Types, Credit Card Number, User

Finish




Purview Data Loss Prevention

Data loss prevention Create policy

Template or custom policy

Policy mode

You can test this policy before turning it on to verify if it needs improvement or if it meets all your objectives. If you turn the policy on right
away, you can edit it later and safely test those changes in simulation mode.
Admin units

rou items that match the policy nditions to help y aluate its impact von't b e policy s off while in simulation
Locations mode. Learn more about simulation mode

Policy settings

(@ Turn the policy on immediately
Policy mode After the policy is created, it'll take up to an hour before any changes are enforced.

(_) Leave the policy turned off
Decide to test or activate the policy later.

]
|
]
|
o
|
]
|
]
|
®
|
o

Finish




Purview Data Loss Prevention



